System Settings, Network, Web Server
Settings, Date and Time Configurations

System Settings

1. Click Admin > System Settings.
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2. This section displays all Database Maintenance options, which can be adjusted by
increasing or decreasing the values shown in each field. The four Custom Fields can be
renamed to any desired labels, such as “Address,” and these fields will appear in the User
section. For Shared Access, Emergency, and PIN Codes, the numeric range can be
increased or decreased; by default, the minimum length is four digits, and the maximum is
eight digits. The Number of Hex Digits setting should not be modified, as changing this
parameter will convert card numbers and related values into hexadecimal format.

Note: Before configuring any PINs, Duress PINs, Shared Codes, or Emergency Codes, the
exact number of digits must be determined in advance. Changing this value afterward will cause
all existing user PINs to become invalid.
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Network

3. Click Admin > Network.
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4. Ensure that a static IP is configured for the access control unit (especially vital for a primary
controller).

Name Ether

Hai

Ethernet

wiFl Configure IPvé
1P Address 92
Subnat Mask 2552
Gateway 1921660,
DNS Servers 16216801
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5. The access control unit includes Wi-Fi capability that should be used only as a last resort. A
hard-wired Ethernet connection is always recommended whenever possible.

Ethemnet

wi-Fi
No Connection

Not connected to any network.

Wit Passwerd

Date and Time

6. Click Admin > Date and Time.

... (Unknown Security Type)

Administration

& . e

£

I Archive Downloads

I ® Date and Time ,J\"J

58 emait settings
S sowars sertings

-- N
0] Communicati
2 12/9/2025 03:48:2°

2] 12/9/2025 03:47:48 PM Access Granted (PIN)

Edward Bang PrimaryBackDoor Defendas COI o

[ I A
E

Edwiard Bang PrimaryBackDoor Defendas COI o E



7. Settings such as Time Zone, Daylight Saving, Browser’s Time, and NTP Server can be
configured in this section.

L: DEFENDAS

NTP Server Addresses hddresses @

8. The access control system uses only HTTPS port 443, and an HTTPS certificate can be
uploaded if available.
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