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wnsauens e e KB — LTK28XX Access Controller Reading Guide

This reading material is for internal training purposes. For all legal warnings and instructions, please refer to the official
access control user manual. Please visit our LTS website for more information.. Link  Access Control Tutorial Video: Link

@
LTS releases two Access Control Controllers LISTED

#E485225

LTK2802

Access Control
for 2 Doors

LTK2804

Access Control

for 4 Doors
LTK2802 Access Control for 2 Doors LTK2804 Access Control for 4 Doors
Before the Installation Reading Guide
* Please always read the official user manual. First, the Hardware, then the Software
« Access Programming software supports PC only. + Door Wire Structure Overview Map Pg.3
* Require Internet connection for the Time Sync * Wiegand Reader Pg. 4-5
. . * Door Lock / Exit Button Pg. 6
LTK Series only support Mifare Card.  LTK3500S Overview Pg. 7
« PC NVMS7000 Support up to 16 Controllers * Programming Pg. 8-
« For security reason, no remotely unlock features. * Appendix Pg. 24
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Controller Interface:

(Important) Open the side panel. There is a labeled sticker. It indicated the correct responding position and usage.
If it is different from the user manual, the sticker label is the correct answer. Please check it carefully first.

Left side: @ Wiegand section u Two Doors Access Controller

Right side: @) Door Locks section

. . iy
For the fire alarm Input / Output trigger. O . Ho
(Upper right and bottom sections). O i
Please read the user manual for detail connection instruction. {3 Frorony neser
Note:

Door locks power must run separately.
Controller won't support any power for door locks.
NO/NC and COM connections are nonpowered

For

2 Doors Access Controller:

Support up to 4 Wiegand with Anti-Bypass solution.

Control in or out by using the Wiegand reader to allow the access.
For example: W1, W2 for Door1. W3, W4 for Door2.

4 Doors Access Controller: Support up to 4 Wiegand readers.
Each Wiegand only supports to one designate door number.
For example: W1 for Door1. W2 for Door2. W3 for Door3. W4 for Door4

Structures
Internet Router ------ Main Network Switch ------ PC NVMS7000
S u— LTS NVR/ DVR

e LTS IP Camera
Fommmmeee LTK280x Access Controller Box
N (Additional LTK280x Box, etc...)
Network(TCP/IP)
TCP/IP
—— TCP/IP

Controller System

Management Center Controller LTS Video Solutions

Wiegand

NVMS 7000 PC
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m—
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Lock Fi N ‘
=== ExitButton pg. 2
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2 Doors Anti-Bypass
Connection: (LTK2802) e

Wiegand Reader:
Entry Wiegand Reader set as Reader Tand Exit
Wiegand Reader (Reader 2) for each side.

Wiegand Reader uses 18/6 wires to connected.
(see the next page)

=

Door Lock:
Door lock device uses 18/2 wires to connected.

Run door lock power separately.
Access Controller won't provide power
to the door locks.

’ Use External Power Adaptor to
J support the Door Lock device

Maanetic Lock Power Adater

—
l G
Mirfare
Card/KeyFob

Wiegand Keypad

Mirfare
Card/KeyFob

Magnetic Lock

Exit Button: (See Page 6)

Wiegand
Reader

If Exit button is required, connect
a wire (18/2) to the device.

NC

COM Door Lock Relay Output (Dry Cantact)
NO
BUTTON | Door Button Input

GND Grounding

SENSOR | Door Magnetic detector

4 Doors Access Connection: (LTK2804)

4 Doors connection diagram is Magnetic Lock

same as the Exit button connection.

Wiegand
Reader

Anti-Bypass Question:
Only 2 door can support the anti-bypass.

4 doors are not supported.

If you need anti-bypass for 4 doors,
please purchase Two Sets of 2 door
access controller.

Mirfare
Card/KeyFob

Card/KeyFob

o

Magnetic Lack Power Adater

Mirfare

Magnetic Lock Power Adater




Wiegand Connection:

Please read the user manual. This diagrams below are for reference only.

=1
Brown <3 BlueLED & | oK E,——OK OI
Standard Wigegand Protocol Orange <3, Red LED @ |en 2| O 5
Purple Beep $ BZ g e O :[
e 4 Connections (Minimum) —{ Whita <3, W1 @ [ § wi 8 5
I Wo
2 Power (bC 12V) Green = WO @ |wo - i
a | e 2 mr| O
2 Data Red < Power & | rwr 3 5
Black 3> GND @D | o e | O |

Wiegand 26 = 8 digit #
Wiegand 34 = 10 digit #

By default (power on stage),

the indicator stays on red color. Card Reader

If the Controller is being used to control the LED and buzzer
on the Wiegand card reader, then the OK/ERR/BZ ports need
to be connected.

Simply said, if you run short of the wire, don't need to
connect the ERR wire (18/6).

These are the responses based on the wire connected.

OK is connected: Valid card is scanned, the indicator light shows Green.
ERR is connected: Invalid card is scanned, the light will flash Red 3 times.
Beep is connected: The valid card beep twice (be-be quickly),

(see Appendix A) invalid card will beep 3 times slowly.

ATTENTION:

These four reader models are designed to support
Wieaand 26-bit and 34-bit Protocols

Physical Dip Switches on the back of the readers need to be set prior to
first use. If any changes need to be made to the DIP-Switches, the reader
needs to be power reset before the DIP-Switch changes are set properly.
The DIP Switch Picture is just an example, doesn't apply to LTK3500s

Most DIP Switches 1- 8 are OFF position by default

Set 6 to ON for Wiegand Protocol
Set 7 to ON to Wiegand 26-bit Protocol
(Default OFF for Wiegand 34-bit Protocol)

v L

LTK1107M

|

LTK1107MK

LTK1103M LTK1103MK

How to manually input numbers?
Enter 8 Key numbers and Press # when finished.

How to find the card number?

123,45678 (26-bit 8 Key#; no comma)
1234567890 (34-bit 10 Key#)

LTK1802M LTK1802MK (wiegand 34-bit)

Economic Mifare Card Reader
LTK1802MK

Economic Mifare Card Reader
LTK1802M

Sign In for Price
Card Reader

Sign In for Price
Card reader with keypad

learn more learn more

Connect the Blue cable to ground will switch from 34bit to 26bit (8 Keys)

pg. 4



Troubleshooting Flow Chart: Wiegand Card Reader

Power On Check Power Check Reader No
Dip Switch & Tum #6
LTK1802 | LTK11XX 4 A > on? o
Check Status
LTK1802M/MK | | LTK1103/1107 e Monitor in Yes
wiring NVMST000 vL
Blinks green one Blinks blue once
time and then and then blinks Yes Mo
red 3 times. red 3 times. 5 Redo
r ‘ YA WO/ okay? rerE
eck car
12V at the 12V at the -
l reader? panel? g Yes
No Cards
Yes No Cards Potentially a
No l bad reader
Success?
Potentially a Potentially a
bad reader bad controller 10 LTK1802 Ground
Yes 'L 10 or 8 digits? » the blue
wire.
" Mo 3 P
Accepting Flip dip
5. cards? LTKIIRX  Switch #7 v
up.
Restart
Yes Don't reader
LTK1802 | ground
"1 the blue
Everything is wire.
good
~ Flip dip
LTKTIXX Switch #7
down.
OK |[Brown O ”“4‘ \
- | =l
ERR |Orange | ——(Optional) = 1 O \:‘L:
BEEP |Purple 3 O i
LTK1802MK W1 |White Ol |
WO |Green 2 @ B |
12V [Red 2 Ol
GND _[Black T = Ol |
26/34 Blue Grounding the Blue cable will
switch Wiegand bits from 34 to 26.
OK |Brown O f} o
— 1] |
ERR |Orange| ——(Optional) ) ‘ 1 ‘4
BEEP |Purple Ol Caution
LTK1107MK T Twhite : O
I —— DO |Green z O A
!lll\ | m 2] (Tl
12V |Red 2 O
12345678 |
T Back GND [Black L Ol |
R I —
OK [Brown O "’:J
ERR [Blue | ——(Optional) : Ol |
~ H | e
U |Hi -
LTK1103MK W1 |White z Ol
= WO |Green 2 el=
ERERC LN m \,’\ (T
I | 12V [Red | Ol
12345678 | |
T Back GND |Black — Ol
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NO - Normally Open (No Power, door stays locked).
DOOl’ LOCk Connection NC - Normally Closed (Power is required to keep the door locked).

12VDC/24VAC

o ol + |- [Tvocaaac Normally Open
w g ——————— [ 12V+DC/24VAC
o LTKL101

OOOR1 LED

12VDC/24VAC
R G ! E
O ) o N | B rrveroyree: Normally Closed
8 o | —[12v-DC/24VAC aw y
2 O :jrvoug NO \
: 7.'. O |ew J—(Optional) COM LTK-600LB
POWER IN (O |[sensord —— (Optional) NC
)
PUSH TO No LED / No Power Needs
R — wme o Exit Button
White
EXIT button EXIT LTKBO1
o)
5
I CoM I NO (RELAYB)  COM Iuo treen [HEELOAR LED / Sensor extra Power Needs

- s | White Q Exit Button

N | :&/I’ E Ei” LTKB04

LTK-REB-1 /
No LED / No Power Needs LTK-RT-1(Wireless) LTK-SREX-100 = ?
LTS LTKLBLZO06 - LZ Bracket for Magnetic Lock Application LTS LTKLBUOG - U Bracket for Magnetic Lock Application
Armature Plat
e . # [ brasket] ‘
| ST
LTKLBUOG6 LTKL206 e Door

LTKLBLZ06 LTKL206 U Bracket for LTKL206 12V 600L8

LZ Bracket for LTKL206 12V 600LB Magnetic Lock 1 _=I
Magnetic Lock i )
LZ mounting brackets are designed to accommodate the installation of a standard U mounting bracketare designed foiaccommadate the @"'

A A % . installation of a standard Magnetic Lock to a frameless GLASS
Magnetic Lock to the pull side of hollow METAL door frame or WOOD door openings Lz Bracket for Inswing door door 9 U-bracket for glass door
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LTK3500S

Standalone Terminal Door Access Controller
with Video Camera Two ways Audio Function

Main Features

+1920x1080p@30fps High Definition.

+ 50,000 Cards Record, 200,000 Events.

* Unlock Door Remotely Using LTS Connect.

« Anti-Passing Back

* Support Wi-Fi 2.4G

* Support MicroSD Card (Class 10, up to 128GB)
+ LTS NVR Compatible

*IP65

/_/—"’_\

Microphone

Camera with IR
(IR distance 20ft)

Magnetic Lock Power Adater
————— -

=

(@
‘ RTE / Reader

LED Indicator

Card Swiping Area

Call LTS-Connect ‘

Call PC NVMS7000

Power Needs: 12V DC (1A) NO POE.
Please keep in mind the LTK3500S uses
DC12V NOT AC power. Also, make sure to
use 2 different DC power adapters for the
lock and LTK3500S, do not share the same
power

NOTE: LTK3500s defines as the Door
Access Controller.Similar as the
intercom remotely. However, it won't
support any existing chime system.
So, it is not the Doorbell camera.
Must use NVMS7000 to program Wifi

.

LTK2802 LTK2804 LTKC1356M LTKE100ME LTK1103M LTK1103MK LTK1107M LTK1107MK
2 Door Controller 4Door Controller Smart Card Plug and Play USB Mifare 1P64 Keypad w/ 12 ke P65 Keypad w/ 12 keys
Up to 4 Wiegand Card Readers Upto 4 Wiegand Card Readers Frequency: 13.56MHz. 4 Cardﬂ;YSue‘ 1P64 - 1P65
o] 5 .
[YROYRTY)
Ve i 2 -
l@w o -
.
LTK1802M LTK1802MK LTK3500S LTK3801M LTil((ﬂgtbeM Mgfgufg Mgfggf TwcLthfngn
1P65 Keypad w/ 12 k Doobell  Standalone Access i ey L3S al Button g
ol Control DoorTerminal o wency 13.56MHz (3397339079  (354°1.38°1.14)  (3:39°1.97°%1.34)
j’ ‘
.’
)
- LTKLBLZ06 LTKLBUO6 LTAC1806G-CMR
LTKL101 LTKL206 :
12V Hlectric Door Strike 12V 600LB LZ Bracket for LTKL206 U Bracket for LTKL206 g £gms‘fwmm
Magnetic Lock
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Software

Access Control Software: NVMS7000

* Max. 16 controllers / 64 doors

* Max. 10,000 users and 10,000 Cards

Network(TCP/IP)

TCP/IP

TCP/IP
Controller System

Management Center Controller

Wiegand

NVMS 7000 PC [;

. USB we |
Card issuer Credentials Reader :F=—==3: Exit Button

TCP/IP

LTS Video Solutions

pg. 8



Access Control Software: NVM7000

Note:

1. Device Activation (setting a password) is required.
2. The latest version of NVMS7000 required

3. Software supports Microsoft Windows 7/8/10 only
4. Supports Local Network Configuration.

5. Max. 16 controllers / 64 doors

6. Max. 10,000 users and 10,000 Cards

Activation: there are two ways to Activate the Controller.

For NVMS7000 Activation:

Go to Control Panel > Device Management
Find the Controller on the bottom list, Highlight and Activate
Enter Valid Password and click OK

NVMS7000 Software

Device Management |

Device for Management (0)

* Nyws7o00

admin @

“r Add Wodify Delete Remote Configuration % QR Code Activate

rpe

Device Type | Nickname Connection .| Network Parameters | Device Serial Mo.

4

Online Device (1)

- Addto Client = AddAll . Modify Metinfo % Reset Password . Activate

IP Device Type Firmware Version

192.0.0.64 LTKk2802
Joor Stati

1door Station/
introl Panelf

f

Security’

W2.0.1build 171122 inactive

Usar Name: admin

Password: AREEEEE

Valld password range [8-16). You can use a
combination of numbers, lowercase,
uppercase and special character for your
pasawaord with at least two kinds of them
containad

Canfirm Password: | ssssssss|

Enable Guarding Vision

NVMS 7000

Network Video Management System

1. NVMS7000. 2. IP Portal Software
(Download Link)

Note:

Please use the latest NVMS7000 PC software.
Also, please confirm the Access Controller box
firmware is up to date before you begin.

IP Portal Software
R
43

| Security | IPv4 Add...| Port |

Refresh I Activate the Device

Total number of online devices:

01D -1 Device Type

N
| o)

The device is not activated.

You can modify the network parameters after
the device activation.

ord:

006 LTK2802 Inactive 192.0.0.64 8000

New Passwe

Confirm Password:

STRONG PASSWORD RECOMMENDED-

We highly recommend that a strong password is created (using a minimum of
8 characters, including uppercase letters, lowercase letters, numbers, and/or
special characters) to increase the security of your device(s).

We also recommend changing your password regularly, especially in the high
security system. Resetting the password monthly or weekly can help better
protect your device(s).

pg. 9
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Setup Controller Local IP Address

Before adding the device, the IP address needs to be programmed first.
Click Modify Netinfo and set up the local network IP address

- Addto Client o~ AddAll o/ Modify Netinfo % Reset Password Activate SIDEIEEE 255.255.256.0
- Gateway 192.168.1.1
IP Device Type Firmware Version Security Se ST
Passwaord:
122.0.0.64 LTK2802 V2.0.1build171122 active =1

Add Controller / Naming

1. Click Add
2. Choose IP/Domain

3. Enter Controller Nickname,
IP, User & Password.

* Important *

Please make an appropriate nickname.
It helps to label the controller if you
have more than one. (See Page 10)

Make sure to enter the correct password before
clicking Add. The password is the password that
was chosen in the Activation step”. The wrong

password will cause the ‘Export to Group' to fail.

If you enter the wrong password when you are
adding the device, delete the device and re-add’

4. Click Add when finished.

Check Connect Status:
NetStatus shows Green color. (Ready)

Modify Network Parameter x

Device Information:

MAC Address: - a_ N -5 Copy
Software Version: LB 1 7 hjy _-a] Copy
Device Serial No. p E e T e e R R Copy
Metwork Information:

DHCP
Part 8000

~/ IPv4(Enable)

IP Address: 192.168.1.205]

* nvms7ooo0

File System View Tool Help

= Device Management

Z= Device W Group

Device Type Device for Management (1)

< Add New Device Type Device‘Type Nickname

©: Remote Configuration % QR

Connection ...| Metwork Parameters

Adding Mode:
@ |P/{Domain IP Segment PT Cloud Domain EHome Serial Port
d Offline Device
Mickname: Front Office Controller lo
Address: 192.168.1.205
Port: 8000
User Name: admin
Password: sesssens
«/ Exportto Group
Set the device name as the group name and add all the channels
connected to the device to the group.

Device for Management (2)

-~ Add  ©/ Modify ! Delete | "2 Remote Configuration % QR Code Activate  EE Device Status F
Device Type Mickname Co‘n... Metwork Parameters | Device 5. Security tus
| -
»
Access Controller  Front Office Controller  TCP.. 192,168.1,205:8000  LTK2802.. Strong @

Enceding Device NVR 8832 TCP... cademo.dvrlists.co... LTN823.. Weak

If it is not connected, please double check the connection or setting again.
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Sync Time

&

Controller's Time may not be accurate when the controller is first set up.

Please synchronize the time before use.
Manual time change currently disabled.

Synchronization requires Internet access with NTP server.

Check DNS

Highlight Controller, click Remote Configuration to open the
controller settings:

Check Network > Advanced Settings.

Make sure DNS set correctly.

Ifitis 0.0.0.0, change to 8.8.8.8. Click Save.

Enable NTP

Go to System > Time.

Checkmark Enable NTP

Enter Server Address (if empty): time.windows.com

NTP Port: 123

Sync Interval: 60

(After Sync Successful, you may change Interval to 1440
avoid Sync too often)

Check that DST Settings are correct, Save
(Link)

Rebhoot

Device for Management (2)

Add Modify Delete Remote Configuration | 2 QR Code Activate
Device Type Mickname Con...| Network Parameters | Device 5. Seci
Access Controller Front Office Controller  TCP... 192.168.1.205:8000 LTK2802...

Remote Configuration

-9 System

5 Device Information
DMS1IP Address: 8.8.8.8
5 General
DMNS2 IP Address: 8.8.4.4

5 Time
Security Contral Platform_.. 0.0.0.0
g System Maintenance
Security Control Platform... 0
5 User
Save

5 Security
= {} Metwaork
5 General

+ (} Alarm

- System
5 Device Information Time Zone
5 General

_ Select Time Zone: (GMT-08:00) Pacific Time (US & Canada), Tijuana v
~ Enable NTP

{49 System Maintenance

Senver Address:  time.windows.com
7 User

i5 Security NTP Port: 123
* & Network SyncInterval: 60 Minute(s)
+ ) Alarm +/ Enable DST
+/@ Cthe Start Time: March ~  SecondWeek ¥ Sun w1 00
! ﬁOperat\on End Time: Movember |~ FirstWeek ~  3un ~ 1 0o
+ & Status

DST Bias: 60 min g
Save

Go to System > System Maintenance > Reboot After reboot, controller time should be correct. Please double check the status

bar message.

Check Time

How to check the Controller Current Time?

L

Go to the bottom section under Device Management. The Controller Start Time = Current Time. Press refresh & check.

pp— — Add to Client Add Al
o e P L Device Type
R——— 192.168.1.205  LTK2802

Maodify Metinfo
Firmware Version

V2.0.1build 171122

Reset Password Activate

Security Server Port | Device Senial Mo, | Start Time

Active 8000 LTK2802201711... |2018-03-1010:20:49
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Important, Backup the Settings!

Backup Settings becomes more important when you try to program the Access Control.
Always back up the settings! Backup (Export) settings are located in the System Menu bar option”

File View Tool Hel
8 Lock “ Use Export System Config File to backup your settings file INCLUDING the Access Control Database, Permission and

4 Switch User Attendance settings, as well as other vital information. Please remember to keep this file secure.

& Import System Config File  Use Import System Config File to restore the settings.
| =] Export Systemn Config File |

& Auto Backup Auto Backup is a new feature. The settings back are backed up according to a set schedule.

Label / Name (Door): MagneticLck

Wiegand
Reader

Clearly labeling the different access control components will make the job easier when
you try to setup or manage the system after the system has been installed.

Labeling/ Naming Door

Device Management > Group.
Highlight the door device, click Modify. - Cd,ﬁ'}}{(f:;iob

By default, it is named as Door#_(Controller Name)

It is recommended to change the = Device & Group
default name to a more appropriate Resource & m Resources of Group-Frnt Office Controller(4) "4 m Resources of Group Front Office Controller(4)
name. search... Import Delete Import Modify Delete R
CE - ‘ Nictname ‘
Enceding Channel Eventl_Front Office Controller Eventl_Front Office Controller
Alarm Input Event2_Front Office Controller Event2_Front Office Controller
Zone Doorl_Front Office Controller Front Door
For example Access Control Point Door2_Front Office Controller Rear Door near Parkinglot

Door1 to Front Door
Door2 to Back Door

From the picture on the right, the importance of clear labels is shown.

Door Status Card Swiping Record Access Control Alarm Access Control Point'Device
Access Control Group Status Information Status Duration [ Open Doo Search...
Search...

_ = | Front Office Contraller

—
Front Door
Front Door DoorZ_Front Of .

Doord_Front Office Controller

Status Monitor

pg. 12



Add Module

File System

ules Customization

Control Panel |

View Tool Help =4 NVM57000

‘Operation and Control
Access Control
Status M0n|tor E‘ Access Control g Modules Customization
Managing persons, cards, Selecting the commonly used module
NVMS 7000 permissions for access control to display on the control panel.
Alarm Event application; Providing video intercom

Network Video Management System

Modules Customization

Video Surveillance

o g Main View o ° Remote Playback

Access Control, Security Control, Video Intercom

[+ nl Access Control [+ .;)) Status Monitor r Time and Attendance
[+ Q Security Control Panel ™ f:_'@ Realdime Alarm 5 Pyronix Control Panel
Extended Module

(A J_':l Alarm Event E Video Wall

E—map

CEF‘I cel

Note: Only the latest version of NVMS7000 (PC) supports Access Control

Scene Selection

Upon opening the access control tab in the newest version of NVMS7000,
the software will prompt you the following Scene question:

Non-residenceor Residence.

The wizard sets help pre-program based on the scenario.

Note: Once the scene is selected, it cannot be changed, unless NVMS7000 is
uninstalled and then re-installed to reset the setting. Also, When you select
Non-Residence mode, you cannot configure the Attendance Rule when
adding a person

* Wyus7000

Toial 0 Fage: 111 kem ger Page. Sellasale H o4 b M P



Reader
Defining

Working Hour
Template

Permission
Defining

Create User
Account

Guideline / Directions:

Create Working Hour Template

Define the Wiegand Reader Working Hour

Create Organization Structure and Level

Create Personal Account, Card# and working hours
Define the Access Permission

o Ok W INE

Define Working Hour / Template

Open Access Control > Schedule & Template
1. Select Week Schedule, Click Add Week...
Define Schedule Name (Example; Office Working Hours)
On the weekly schedule, draw a line to define the time period.
Define it more precisely and click OK.

use Copy to... to apply the timeline to other weekdays.

IS e

click the Save button on the top right to keep the changes.
7. Switch to the Template > Add Temp...
8. Define Template Name (For example; Office Hours)

9. Select Week Schedule you created.

10. Click the Save button in the upper right corner.

Final, Test it and use Status Monitor to check the status.

Search...
—p E&

Tutorial Video: https://www.youtube.com/watch?v=v2d5atg3h1l

[ weekSchedule Holiday Group Template
| AddWeek.. | D Add Week Schedule

Week Schedule Name [Oﬁe Warking Hours

|j Blank Template
p

‘, I save |

Property
Week Schedule ... ‘Working Hour
e =) Copyto .. 3¢ Delete D.. i Clear

[ 2 4 5 & 10 12 14 18 13 20 22 24

Mon
0B:00 - - 2100 -

o z 4 [ & 10 12 14 15 18 20 22 24
Tue |

o z 4 [ & 10 12 14 18 18 20 22 24

= Template

[Tl Week Schedule Holiday Gro

| AddTemp.. | De

Search...

Add Template

Template Name: [Dﬁce Hours

|| Blank Template

‘l:‘ H save

Template Name: Office Hours
Remark:

[T weekSchedule [I7] Holiday Group

vii = Add Week...

0 2 4 8 8 10 12 14 16 18 20 22 24
Mon ' ' :

Week Schedule I [Oﬂe Working Hours

0 2 4 6 8 10 12 14 16 18 20 22 24

Tue



https://www.youtube.com/watch?v=v2d5atg3h1I

Program Wiegand Reader Schedule

Program Card Reader Authentication (For more detail, read Ch 6.8.2 in User Manual)

Go to Access Control > |
Advanced Function >

Card Reader Authentication

Select Reader first.

Drag and Draw to define the timeline.

Click the time bar to enter or edit a more precise timeframe, click OK
Use Copy to Week. That will copy the current highlight to others. Use Delete to erase, use Clear to reset all.
Final, click Save to keep the setting. Or, use Copy to setting to other Readers.

o SR 4 (=

[ Access con... [l card Reads.. By Multipl.. 5 Open Door... SF Anti-.. =& Cross-Controller An... [[& Multi-d. .

LTK1107M  LTK1107MK LTK1103M LTK1103MK

®© N ks~

I Authentic._. ] Rela... [ cust.. f5 Blac..

Controller List

Froperty = Copy to Il save
Sedrnch Card Reader Mame: Card
= e LTKZ2302
Authentication Mode Configuration
Card Card and Passw...
“@ Card Reacler 2
“@ Card Reader 3 Card Reader Authentication Week Schedule Settings o | Copy to Week » Delete 1 Clear
“ﬂ Card Readear 4
- [ [Tk35005 e RN S s S W | UIEE T S LR T U N [ e Zli'
i
"ﬂ Entrance Card Reader1 M Card 00:00 ;|- 23:59 | OK o
o [L] z 4 & 8 10 12 14 16 18 20 22 24
.u E){It card Rgaderz Tue || i i i i i i 1 I n I I i i I n i I i n I |I

Define Wiegand Reader Parameter =&

Access Control Parameter
Most times, you don't need to change the Access Control Parameter.

Access Control

Reader Authe.. ﬁ Multiple Auth ES Open Doorwith F... =F Anti-pass... $Cross-Contro

Controller List

Card Reader Information:

Searct Basic Information

Nickname:

- le Front Office Controller I
- [ Doort Enable Card Reader.
L G OKLED Potny

“# Glass Door Exit Card Reader2

Glass Door Entrance Card Reader1

Change Controller's name: |
The setting to change the Controller's name is found in the Device
Management setting

Error LED Polarity:

= i Door2

Device for Management (2) Buzzer Polarity:

*§ Entrance Card Reader3
Minimum Card Swiping Interval:

Add Modify Delete Remote C... 2 QR Code Activate “@ Exit Card Reader4
- Max. Interval When Inputting Password:
Device Type Nickname Connection ... Network Parameters
- |L Warehoue Controller 2D Enable Failed Attempts Limit of Card Readi...
Access Controller | Front Office Controller | TCP/IP 192.168.1.205:3000 I e
= i Doorl Max Times of Card Swiping Failure:

Change Wiegand Reader’s name:

“# Entrance Card Readerl

“# Exit Card Reader2

Enable Tampering Detection:

. . . . I Detect When Card Reader is Offline for:
Changing the Wiegand Reader's display name is not necessary, but it is e

helpful for certain situations to clarify the Wiegand Reader’s location.

= i Door2
Buzzing Time:
“# Entrance Card Reader3

'ﬂ Exit Card Readerd Card Reader Description:

Open Door with First Card Purpose: You can set multiple first cards for one access control point.

After the first card swipes, the controller allows multiple persons to access the door or other authentication actions. The
first card mode contains Remain Open with First Card, Disable Remain Open with First Card, and First Card Authorization.
ultipl... B3 OpenDoo_.. =B Anti-... 2
Remain Open with First Card, Disable Remain Open with First Card

The door remains open for the configured time duration after the first card swipes until the remain open duration ends.

Door Open by First Card Parameters

First Card Authorization: All authentications, except for the authentications of super card, duress card, and duress code,
are allowed only after the first card authorization.

pg. 15



Create Organization & Department
Open Access Control > Person & Card

File System View Tool Help

9| =+ Add Madify

1. Click Add to create the Organization, click OK

2. Click Add again and create another department. Ly e

For Example:

Person No. Persor

Add Organization

Accounting Organization: [

Create User Account: — 1

Search...
4 Add [, Modify
Open Access Control > Person & Card - & Company Person No.
Lome
1. Click Add to create a personal account. A Empolyes
2. Enter Personal information (* required) S
U 3. Click Card for the card registration
4. Click Add to add/scan the Card . )
Person Name: Jimmy } =
g (1 -13] [Ty 2 Male Female K
Card Type: Normal Card ~ | Date of Birth: 2018-03-12 e
Card Password: Password o) Place of Birth:

5. Select Access Reader

. ive Period.  From 2018-03-12[1  To  2028-03-12[% ° Emai:
6' CIICk Read @ Access Confroller ... |Entrance Card Reader!  ~

Upload Picture Take Photo

7. SWlpe Card, CIiCk OK Card Reader Mode Card Enrollment ... Set Card Enrollment Station A ermission Card | FacePicture & Fingerprint Attendance Rule
TS Enies Modify X Delete LinkFing... % QRCode LinkFace Pi.
8- Flnalr ClICk OK to T Card No. Card Type Card Effedive Period Card Mo. Card Type Card Effective ... | Link Fingerprint | Lii
fInISh addlng Person | 1 2521837 MNormal Card 2018-01-10 00:00:00-2028-0... |

4 3

9. If the data is changed, it will automatically prompt for the data

Synchronization. Choose Apply Now, or Apply Later to postpone.
For the batch import/export. Please see the Appendix.

3 ways to scan / issue the card.
1. Access Controller
Use Wiegand Reader to Scan

2. Card Enrollment (LTKE100ME)
Use USB Reader to Scan

Application Resuit

Applying Permission Setbngs Progress: Applying (100%)

100%

Data Synchronization

Name Progress  Result Remark

Data is changed.Click Apply Now to apply the updated
data to the devices.Or you can apply it to devices later in
Permission interface.

3. Manually input

- Techsupport

Front Office Controller LTK_. 100% Applied

Apply Now " Apply Later

pg. 16
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Permission

In the Permission module, you can add, edit, and delete access control permissions, as well as
applying the permission settings (data synchronization) for the device permissions to take effect.

Access Control

Go to Access Control > Permission [“ Modify X Delete [ ApplyAll [ Apply Changes

sion NEI:I"IE Template Person Door Details | Status
Note: Each door can onIy support up Allow All Access All time Whole Week Template Supreme Leader Front Door,Warehouse Door  Details ~ Modify
to 4 permlsslons |n the I|St All Access in Office Hours Weekly Jimmy Front Door,Warehouse Door ~ Details ~ Modify
Front Door Only Weekly Employee 1,Employee.. Front Door Details  Modify
Click Add
Define Permission Name 4 Add [ Modify X Delete (3 ApplyAll (5 Apply Changes
Select Template i Edit Permission
Sales | Permission Mame: [FrontDoor 3
Select User CIiCk > tO add Tech Template: .Whole Week Template 4 |v. Add Template
Person Selected Personel(1)
Search... p Search... p
SeIeCt Door' CIICk > to add £ ’ﬁ\ LTS Person Mame Organization

2 Perry  LT5/Tech

Click OK to finish. ) O

If Data is changed, System will

aUtomatica"y prompt fOf data Access Control Point/iDevice Selected Door/Device(3)
synchronization. Apply Now or, Search.. £ Search.. £
CIiCk Apply Latel’ Walt Until ﬁnal. + ' LTK35005 Access Control Point/Device Name | Door Group
® | Access Control l Doorl_Access Control Access Control
. m l Doord_Access Control Access Control
Or, You can find those buttons on the [ Door2_Access Control [ Dpoort_LTk35008 LTK35005

toolbar.

Application Result x

Data Synchronization Applying Permission Settings Progress: Applying (100%)

Filter

Data is changed.Click Apply Now to apply the updated
data to the devices.Or you can apply it to devices Iater in
Permission interface.

Name Progress Result Remark
= Tech Support

Apply Now i Apply Later | Front Office Controller LTK... 100% Applied

Close

Permission
Defining

Create User
Account

Working Hour Reader

Template Defining
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Status Monitor

Purpose: The Status Monitor provides a way to manually control the status (or lock) for all the
access control points (doors),” including opening door, closing door, remaining open, and
remaining closed.

File System View Tool Help

(i)

| u | Status Monitor

Door Status  Card Swiping Record Access Control Alarm

Access Control Group Status Informatio Il Open D
) . Search... P
|: Open Door i Close Door E Remain Open ﬁ Remain Closed _
EE D

Front Door Doorz_Frant Of...

Status Duration: status Duration
Access Control List Door Status Configuration @
Purpose W M Remain Open Remain Closed E] Copy to Whole Week » Delete Duration [T-CtEar

Status Duration allows you to set an access
control point (door) to remain open or remain

- L Front Office
_ o z 4 B 8 10 1z 14 16 15 z0 22 24

closed according to a defined schedule. s s s s w w w s o= o
Tue |
In the Door Status module, click the Status o 2 4 s 8 w1 w8 s m oz
. . Wed |
Duration button to enter the Status Duration
. i} Z 4 & 8 10 12 14 16 15 20 22 24
interface. Te [

Card SWipi ng Record: Door Status Card Swiping Record Access Control Alarm

Card No.. Person Mame Organization Event Time Door Position Direction Authentication ... | C
The logs of card swiping records of 03859699 Eric Gonzalez  LTS/Sales 2018-03-1310:3... Front Office Co... Enter Invalid Card
all access control devices will 03839609 2018-03-13 10:3... Front Office Co... Enter Invalid Card
display in real time. You can view 03859699 2018-03-13 10:3... Front Office Co... Enter Invalid Card
the details Of the card sw|p|ng 6264352866 Jimrmy LTS/Tech Support 2018-03-13 10:3... Front Office Co... Enter Legal Card Aut...
event, inc'uding card NO., person 123456 2018-03-13 10:2... Front Office Co... Enter Invalid Card
name Organlzatlon event tlme etc 123456 2018-03-13 10:2... Front Office Co... Enter Invalid Card
H H 09425517 Perry Chun LTS/Tech Support 2018-03-13 10:2... Front Office Co... Enter Legal Card Aut...
You can also click the event to view ry Chung PP 9
H H H 09425517 Perry Chun LTS/ Tech Support 2018-03-13 09:5... LTK2802:Exit Ca... Exit Legal Card Aut...
the cardholder details, including ¥ Chung PP 9
person No person name 09425517 Perry Chung LTS/Tech Support 2018-03-13 09:5... LTK2802:Entran... Enter Legal Card Aut...
Organization phone contact 09425517 2018-03-13 09:5... LTK2802:Entran... Enter Invalid Card
addreSS etc 09425517 Perry Chung LTS/Tech Support 2018-03-13 09:5... LTK2802:Entran... Enter Imvalid Card
09425517 Perry Chung LTS5/ Tech Support 2018-03-13 0%:5... LTK2802:Entran... Enter Invalid Card
09425517 Perry Chung LTS/Tech Support 2018-03-13 09:4... LTK2802:Entran... Enter Invalid Card
03859699 atrick Its 2018-03-12 09:2... Front Office Co... Enter Legal Card Aut...
Note: please remembered only one ° ’
’ . . 03859699 atrick Its 2018-03-12 0%:2... Front Office Co... Exit Legal Card Aut...
local connection can receive the lo ° ’
| 1V .
g 03859699 atrick Its 2018-03-12 09:2... Front Office Co... Enter Legal Card Aut...
2" Connect tgetth g ’
onnect may or may not get the
instance. . .
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* Enroll Credentials + Manage Controllers

Network(TCP/IP)

TCP/IP

TCP/IP
Controller System

Management Center Controller

Wiegand

NVMS 7000 PC ﬁ |
-
 — ?

USB ere
Credentials

Lock
E=—= ExitButton

Card issuer Reader

TCP/IP

LTS Video Solutions

* Video Verification
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Setup LTS NVR/DVR/IPC in the Device Management first.

Video verification is only possible once you have a video device configured in Device Management.
The video Device requires storage capability to be able to recall and display a video event that is linked to an access control event.

= Device W Group

Device Type Device for Management (2)
_ Add Madify Delete Remote C... #E QR Code Activate  E
Add Mew Device Type DeviceLT}rpe Mickname Connection ...| Network Parameters
Access Con...  Front Office Controller LTK2802  TCPR/IP 192.168.1.28:8000
Encoding D... MNVRB232K-P16 TCR/IP 192.168.1.87:8000

Event Management
Link Video Device to the Access Control |

Event Management Operation and Control ¢
Configuring the alarm, exception
(zzzzz e parameters and the linkage actions for Mantonance and Management ¢

the devices.

Device Management Event Management
@ L editing and deleting the Configuring the alarm, exception

Go to Maintenance and Mangement > Event Management

Xy devices and groups
GO to Access contro' Event Tab . Account Management =] Log Search
Adding, deleting users and assigning —_c: Searching, viewing and backing up
m e missions \, local and remote logs

There are 3 tabs that are related to Access Control: Access Control Event _Access Control Alarm Input Even Card Linkage

Access Control Event

contains three sets of events: = ||

1. Controller

"} Camera... A= Alarm... Exce... B Zone .| Access Control .. L Access Control Alarm... F2 EventCardLi... |E® Cross-Device

2. Door
d Access Control Device = Copyto... H Save
3. Rea er i Search...
e Link to 1 Channel Video : _ Event Type: oTriggerCamera: |CMIP3052-28_NVR2832K-P15| ~ |
o L Front Office Controller LTK2...
o NVR/DVR A Search... P
o - Doorl < All — | ||+ Trigger Client i
e |PC Clear |
o + Duress Alarm ~ Audible Warn
o Doorbell 3 | Front Office Controlle...
‘.ﬂ Exit Card Reader? + Card Reader Tampering Alarm ~ Email Linkage
= ') NVR883ZK-P16 -

i + Door? +/ Mormal Card Authentication Passed ~ Alarm Trigger
4. Click the Save button to ,

;‘ﬁ Event] Card and Password Authentication Pa...
save the settings & CMIP3352W-28 N.

;‘ﬁ. Fvent? + Card and Password Authentication Fa...

@ K CMIP3382W-2...

Each Video Device must have Recording Enabled. If there is no recording available on the system, you will only see Live View
and would not see linked event playback
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Access Control Alarm Input

Purpose: The access control alarm inputs can be linked to several actions (e.g., alarm output, host buzzer) when it is triggered.

ot 2R
- _

The |Inkage here refers to aCtlonS performed "} Camera . Mx Alarm. Exce.. B8 Zone . [E| Access Control - M Access Control Alarm... B2 Event CardLi... B2 Cross-Device Li.
in the client software NVMS7000 triggering Event Property i save
an action on the controller. Search.

— le Front Office Controller LT...

Card Reader Buzzing
B Name Property

Host Buzzer Disable Enable

Host Buzzer: The audible warning of the b Benz e e enam
controller will be triggered. Exit Card Reader2 Disable Enable
. . Entrance Card Reader3 Disable Enable

Card Reader Buzzer: The audible warning of

the card reader will be triggered. Ham e Nome Property
Front Office Contro... Disable Enable

Alarm Output: The alarm output will be Front Office Contro... Disable (| Enable

triggered for notification.

Access Control Point (Open/Close): The door Receas COMEITEN | Name open Close

Wl" be Open or closed When trlggered Doorl Disable Enable Disable Enable
Door2 Disable Enable Disable Enable

Note: The Door cannot be configured as open
and closed at the same time.

Click the Save button to save the settings

Event Card Linkage
The Event Card Linkage provides =~ = | &2 ||

a way for the controller to
perform an action (e.g., alarm
output, host buzzer, etc.) when a
specified event occurs.

"} Camera... As Alarm... Exce.. B8 Zone .. [H] Access Control . P Access Control Alarm... B2 EventCardLi.. B2 Cross-DeviceLi.. Pyronix Control Panel Event

Event Card Linkage Linkage Details Add Delete H save

Search...

Event Source
= ﬂ.l‘ Front Office Controller LT...

_ EventLinkage: |Door Event Door Remaining... Card Linkage:
The linkage here refers to an - ccess Control P [Doort
event triggering an action on the
Controller Linkage Target
. ) HostBuzzer Enable @D Disable Capture  Disable Enable

Click Add to enable this feature. _

Card Reader Buzzing Alarm Output Zone

Mame Enable | Disable T_ MName Enable | Disable MName Arm Disarm
FOI’ fUI’ther explanatlon and Entrance Card R... () |~__ Alarm Qutput 1

Exit Card Reader2 Alarm Qutput 2

setup for this feature, please
refer to Page 86 in the User

Ertramea Card B

Access Control Point

Manual Marmne Open Close Remain Open Rernain Closed
Doorl Di... En. Di... En.. Di En.. Disable Enable
Door2 Di... En. Di... En.. Di. En... Disable Enable

pg. 21



= wuns7ogo

Alarm Event / Log Search / Video Live View IR
Alarm Event The Alarm Event Module contains the T
Jepena e SamAneEET cyrrent day's Alarm/Event entries.

There are two ways to open it.
a8 ;} W) NTP Auto Time Synchronization

In...  Alarm TimeA Alarm Source Alarm Details Alarm Content Live View | Send E.. | Note

1. From the bottom panel.
(Displays Only Several entriES) 177 2018-03-14 17:11:42 Access Control DeviceFront Of... Front Office Controller LTK2802 NTP Auto Time Synchronization

185 2018-03-1417:26:41 Access Control Device:Front Of... Front Office Controller LTK2802 MNTP Auta Time Synchronization

197 2018-03-141741:41 Access Control Device:Front Of.. Front Office Controller LTK2802 NTP Aute Time Synchronization

204 2018-03-14 17:46:47 Access Control DeviceFront Of.. Doorl Unlock Door

Alarm - ~ Motion Detection  Video/Audio Exception  AlarmInput  Device Exception  VCAAlarm / Access Control Alarm ~ Ofher Al
8 & W NTP Auto Time Synchronization

File System View Tool Help = NVMS7000 admin @ #8 &h 214800 '@ - =

2. Or, Control Panel > Alarm Event

Alarm Event

tO Open |t (Open |n fu" WlndOW) 8 & W NTP Auto Time Synchronization
In... | Alarm T\me‘ Alarm Source Alarm Details Alarm Content Live View SendE.. MNote 3
Click the 0 to bl’ing up 177 2018-03-1417:11:42 Access Control Device:Front Of... Front Office Controller LTK2802 NTP Auto Time Synchronization
. . . 185 2018-03-14 17:26:41 Access Control Device:Front Of... Front Office Controller LTK2202 MTP Auto Time Synchronization
the lee VIeW Vldeo- 197 2018-03-14 17:41:41 Access Control DevicesFront Of... Front Office Controller LTK2802 NTP Auto Time Synchronization
204 2018-03.14 17-.
203 X tion Passe
205 20 Ajarm Information:
. M 20 Alarm Source. Access Control Device Server
Tlp " 210 20 Trigger Cam_ IP Camerad_Server RoomNVR  ition Passed [}
If there seems to be an excess in 22 3 sl 3
. . . . 214 20
NTP Auto Tlme.Synchronlzatllon entries, | S == —
The NTP Sync time can be adjusted to 25 20
lower how often the time is synced with the ~ ** *

stion Passed

NTP server. We recommend this setting to ; 1
be set to 1440 to have the controller sync

the time once per day (Refer to Page 10 of

this document).

Please configure the related Storage Server

Priontize Display of Latest Alarm

Prev Page NextPage | You have 2 unread alarm messages. Click Next to check Exit

System Configuration

Tip:
To set the Alarm Notification window to automatically pop &

) . . . ) Live View an o Set frequently used parameters
Up In the NVMS7000 When a I|nked eventis t”ggered: \3} :- : o Plavback (e.g.. log expiry date, alarm pop up image, etc.).
.., Image
Got to Control Panel > System Configuration > § - e e =
General, checkmark Enable Alarm Triggered Pop-up [ aismm sound Network Performance: (Normai] (Better] [gst]
Ima e : Email Maximum Mode: Maximize ~
g H video Intercom / Enable Auto-login

. Access Control & up Security Prompt When Using Default Password
Enable Alarm Triggered Pop-up Image

Pop Up Alarm Image for Minimized Client When Alarm Triggered Pop-up Image Enabled

Pop Up Error Message When Email Settings are Empty
Auto Time Adjustment: 00:00:00
Enable Keyboard and Joystick

Registration Management Server Port: 7660

Alarm Management Server Port: 7300

Default Value Save
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Alarm Event / Log Search / Video Playback

Go to Access Control > Log Search

File System View Tool Help L3 NVMS7000 admin @ 8 & 215250 @ -8

1. Select Device
. : R E =
2. Set Start Time & End Time. pE————

3. Click search Event Source: © Local Event Remote Event Card Holder Information

Device: Front Office Controller LTK2802 [~ |Evennype Al

Card Holder Name: | v cardNo.
. Organization: | v cardReader Type: Al gl
4. If y0u see the P|aybaCk Icon estar\Time 2018-03-14 00:00:00 [ End Time 2018-03-14 23:59:50 E{ OL_I
available, you can click the icon P - =

Playback Directi... MAC Address CardS.
PersonNo: 1

Serial ... | Event Type Card Holder | Card Type

to playback the linked video e e
footage. = [

16 Door Locked

Person Name: Perry Chung
U Gender: Male
D Type: D
Enter 1D No
Organization:  LTS/Tech Support

17 LegalCardAut.. PerryChung Normal Card

Note: i i e b r— e
If your NVMS7000 window size is i

less than 1440x900. The scrollbar on e o

the bottom of the window needs to be T

2 Legal Card Aut.. PerryChung Normal Card 09425517 2018-03-1417:5... Front Office Co... Lo} Enter

moved to the right in order to see the
Playback Column.

Total:127 Page:1/2

8 & W Camerat_IPC Playback failed! Error Code NVMS7000.exe{317] (No record file found.)

Configuration

NVMS-7000

Configuring Access Control on the LTS NVMS-7000

Presented by: Marlon Lau
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https://www.youtube.com/watch?v=v2d5atg3h1I&t=3s

Appendix A Sound Prompt and Indicator

After the card reader is powered on, LED status indicator will turn blue and blink for 1 time. Then it will turn red
and blink for 3 times, At last the buzzer will send out a beep sound indicating the starting up process is

completed,
During using the card reader, it will send out different sounds prompt and the LED indicator on it have different

statuses, You can refer to tables below for detailed information.
Table 6-1 Description of Prompt Sound

Sound Prompt Description
R5-485 protocol: Pressing keys prompt; Swiping card prompt; Time
One beep out prompt for pressing keys or swiping card.

Wiegand protocol: Pressing keys prompt; Swiping card prompt.
The operation of pressing keys or swiping card is valid.
The operation of pressing keys or swiping card is invalid.

Two rapid beaps
Three slow beeps
Rapidly continuous

Alarm of tamper-proof.

beeps
Slowly continuous The card reader is unencrypted.
beeps
Table 6-2 Description of LED Indicator
LED Indicator Status Description

Green and blinking Card reader is working normally.

Solid green The operation of pressing keys or swiping card is valid.

Solid red The operation of pressing keys or swiping card is invalid.

For R5-485 protocol: Registering failed or card reader is
offline, Failed to get key files of PSAM card; Failed to
detect the PSAM card.

Available for reading file mode of CPU card: P3AM is not
inserted or undetected,

Red and blinking

Red and Keeping
rapidly  blinking

Appendix B: EXCEL: Access Control Person & Card Bulk Import / Export

You can export/import the Access Control Person database to/from an Excel file. Keep note that Card No must be unique

File L B2 430644 M@ T2

admin @

4 Nyms7000

System  View Tool Help

Access Control

[search... | 2| o Add Modify > Delete =) Chang... | -3 Import.. B Export. | f5 GetPe.. 2% AddP.. [ lssue .
4 Add [# Modiy X Delete Input the name o card No..  Search
_ Person F\TD. | Person Mame | Organization | Gender | Card Quantity | Card Mo. | Fingerprint Qua... ||

4.FIEase separate muitipie cara numoers witn 3

Person Nc Organizati Person Name Gender ID Type ID No. Date of Birth Phone NoJob Title Address Email Country City Degree Device Op On Board Date Termination Da|Card No.
1 lts Supreme Leader 1 1 1 2/23/2018 manager 1 2 2/23/2018 2/23/2028| 9425517
2 lts patrick 1 1 2 2/23/2018 warehouse 1 1 2/23/2018 2/23/2028| 3859699
3 lts Dan 1 1 3 2/23/2018 1 1 2/23f2018 2/23/2028| 10314333
4 lts/Owner Owner 1 1 3/6/2018 1 1 3/6/2018 3/6/2028f
5 Its/Emplo Employee 1 1 1 3/6/2018 1 1 3/6/2018 3/6/2028|
6 Its/Emplo Employee 3 1 1 3/6/2018 1 1 3/6/2018 3/6/2028|
7 lts{fEmplo Employee 4 1 1 3/6/2018 1 1 3/6/2018 3/6/2028|
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