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o KB — |P Port Forwarding

There are two ways connection allow you to watch your device remotely.

This KB Shows
1. IP/Domain Connection — aka IP Port forwarding IP/Domain
2. P2P Connection — aka PTCloud connection Port forwarding Only
Here is the comparison table, but personally | prefer to use the IP/Domain access:
IP/Domain Access PTCloud connection Comment
Connection Speed Faster Fair
; But PTCloud do require connect
?
P o] Yesle Nollss DVR/NVR to 1st level router only
Live View Channel Upto 16 Upto 16
Playback Channel 4 1
Browser Support Internet Explorer only (IE Only) NA
Download Video Support NA
Two Ways Audio Yes, NVR/ IPC Yes, LTS Connect Only
N NVMS7000 support IP/Domain
RS e X i with Push Notification.
Fisheye Support Yes X
Alarm Support Yes X
PTZ Support More, Call Preset Basic
Share Settings X Cloud Access Only

IP/Domain Port forwarding (UPnP Simple / Manual Port Forward)

There are two ways to program your router port forwarding. e

i @

1 . UPnP POI’t forWard|ng - USIng rOUter UPnP fUI”ICtIOﬂ DVR / NVR Internet / Router
2. Manually Program Port forwarding from the Router. A

Computer

UPnP is the easiest way to do the port forwarding, | prefer you can try this first. Universal Plug and Play (UPnP) is a set
of networking protocols that permits networked devices, such as personal computers, printers, Internet gateways, Wi-Fi
access points and mobile devices to seamlessly discover each other's presence on the network and establish functional
network services for data sharing, ...

This method does require two things: 1. Connect DVR/NVR to the 1%t Level Router.
2. The router must support UPnP port forwarding. (ie. NETGEAR router)



Simple way Port Forwarding  UPnP Port Forwarding

UPnP is the easiest way to do the port forwarding, but you must
support these requirements first.

Requirement:
1. Connect DVR to the 1% level Router.
2. Router must support UPNP function.

Configure from the Local DVR Console

1. First, set DVR IP to DHCP. Go to MENU > Configuration > Network  Enable DHCP, and Apply
2. Go to NAT section. Enable UPnP
Change Mapping Type to Manual Mapping, then Apply at the bottom.

General PT Cloud PPPOI DDNS NTP Emal\ SNMP NAT More Settings

# General
Enable UPRP 1

& Network
Mapping Type Manual

A4 Alarm Port Type External Port External IP Address UPNP Status
. 0.0.0.0

% RS-232

< Live View

A Exceptions

& User

b POS

# Live View

Go to General tab, and wait for 10sec. Then, Go back to NAT section again.

If the UPnP Status section shows all Active, and the External IP address is not 0.0.0.0.
Then, the port forward is completed.

> w

5. Go back to Network > General tab. Disable DHCP and Apply. Then, you are ready to go!

6. If all UPnP status still shows inactive, then you need manual doing the port forwarding from your PC.
. __________________________________________________________________________________________________________________________________________|]

Configure from PC (IE Browser)

1. Go to Configuration > Network > Basic Settings

2. Go to NAT, Enable UPNP, Change Port Mapping Mode to Manual. Click Save

= i = -
TCPAP DDNS PPFoE Part NAT

L) Local
El System [/ Enable UPnp™
@ nNetwork Port Mapping Mode [Manual v

I Basic Settings Port Type External Port External IP Address Internal Port Status

GiEnEEl HHines HTTP 20 AL I 20 Valid

\9° Video/Audio RTSP 8554 L 8554 Valid
Image Server Port 3000 =1, 2000 valid
E Event HTTPS 443 FIUAD 443 Valid
Storage
& vea




Manual Port Forwarding Traditional Port Forwarding / Trouble Shooting

There are many kinds of router. | only list one example in there. You can do the same way for all others.
**Remember always write down the info what you find into the Notepad.
Windows PC version: CMD

1. Using * + R. Type CMD <Enter>, IPCONFIG <Enter> P
NOTEPAD

53] Select C:A\Windows\system32\cmd.exe

Write down info
into the Notepad

Find DVR/NVR
IP Address

Verify the IP
in the Browser

IF it is OK, then
Lets do the Port forwarding

IPv4 is your current PC address. For example, 192.168.0.5
GW (Gateway) is 192.168.0.1
YOUR GATEWAY IP
2. Now, type Notepad <Enter> to open the notepad program. is your Router IP
Write down all the information you need to know.

B Untitled - Notepad = O X

File Edit Format View Help Firewall or Advance,
THIS PC ukeiiuicr N e A Port Forwarding
Gl 192.168.8.1

DVR (find the IPv4 from the DVR)

PORT www.CANYOUSEEME.ORG
28 to verify Port OPEN
geog

8554

OUTSIDE IP:

S — v Finish




3. Now, find out and write down the DVR/NVR IP ] Untitled - Notepad

address into the notepad. File Edit Format View Help
. THIS PC 192.168.0.5
For example, my DVR IP is 192.168.0.200 Gl 192.168.0.1

DVR 192.168.0. 286

4. Please watch out the DVR IP address! SoRT

192.168. 0. xxx 8@ If you don’t know the DVR/NVR, see

. . 8000 : .
First 3 group of ip# must be same as your PC gssq | ApoendixT-How to find the DVR/NVR IP
address. If it is not the same, troubleshoot first. OUTSIDE 1p:

see Appendix 2 — How to set up DVR/NVR IP address - - -

5. Open Browser and type DVR IP (for example, 192.168.0.200) address to verify it first.

LSl = 192.168.0.200

I

Ly 2 zeracnn

Sign in with your account

admin

Make sure you can see this login page first.

6. Open another browser tab. Now, we need to program the Port forwarding in your Router.
Usually, your GW (Gateway) IP is your router IP. For example, 192.168.0.1 (ARRIS Router)
B 15216201 X |+— ~ — o

O (@) 19216801 hd = L =

ARRIS

Login

Login

The defaull user name i "admin’. Valid cnaractaes are tha nUMBers 010 9, Ihe leTers a Mrough 2, and printable special characters (such
as§, 1,7 & & @, and others.)

Login
User Name

Password

Apply

Default router username & password: admin  password



7. After Login to the router. Go to Firewall > VIRTUAL SERVERS / PORT FORWARDING

eneam (PoD) and Denial of Service (DoS) attacks. You can turn the firewall function off if needed. Tuming off the firewall protection will
VIRTUAL SERVERS / PORT

PORT TRIGGERS

CLIENT WP FILTERS

CLIENT IPVS FILTERS

DMz

PARENTAL CONTROLS

ALG

LAN Sefup Wireless 24 GHz ~ Wireless 5 GHz Firewall

Firewall Settings

Your Router is equipped with a firewall that will protect your net\-.l rom a wide array of common hacker attacks including Ping of

not leave your network completely vulnerable to hacker attacks, but # is recommended that you turn the firewall on whenever possible.

Enable Firewall

Enable DoS Altack Protection Firewal O @

(Note: ARRIS router must enable the Firewall. If you disable the firewall, it also disabled the port forwarding)

8. Then, adding the Port Forward rule. Common Ports: 8000, 8554 and 80

Wireless

el

FIREWALL SETTINGS

VIRTUAL SERVERS/ PORT
PORT TRIGGERS

CUENT 1P FILTERS
CLIENT IPVE FILTERS
oMz

PARENTAL CONTROL S

ALG

Virtual Servers / Port Forwarding

This function will atiow you to route external (Internet) calis for services such as 3 web server (port 80), FTP sarver (Port 21), o other

Annlinnabiane Shracinh dae Daidne ba s mdarmal ek

Description DVR8000 ?
Inbound Port 8000 | to 8000 ? Rodreas Lokl port
Format TCP ¥~ : ? 0150 8008-8008
Private IP Address 192.168.1.200 ? 0150 555-565
Local Port 8000 |to[gooo | 2 0.150 873978

Add Virtual Server Cancel

9. After finish adding. Go to www.CanYouSeeMe.org to check the Port# (for example, 8000) forward is a

success or fail. If it is success, then you just finish the port forwarding.

Use your smartphone to view.

Success: | can se2 your service on

(8000}

YOUr ISP 15 Not Dlecking port BO00
Yoour IF:

Porl lo Chack: 8000

Check Port

CanYouSeeMe.org

Open Port Che

This is a free utility for remotely verifying if a port is open or closed. It is useful to users who wish to verify

port forw ng and check to see if a senver is running or a firewall or 15P is blocking cerain ports.

sk Taol

Common Ports
on port

FTP 2
55H 22
Talmat 23
SMTP 25

ad

Your Outside IP
is Here



http://www.canyouseeme.org/




Appendix 1 - How to find DVR/NVR IP Address

Go to DVR/NVR, MENU > MAINTENANCE > SYSTEM > NETWORK

(> b IR i = ﬂf? “E, %d 0) Maintenance

) syS'em Info Device Info Camera Record Alarm NetWOJE HDD

NIC 2 LAN1
@ Log Information
IPv4 Address 192.168.1.57
»» Import/Export IPv4 Subnet Mask 255.255.255.0
IPv4 Default Gateway 192.168.1.1
t Upgrade
IPv6 Address 1 fe80::2a57 beff:fe89:6a66/64
c Default IPv6 Address 2
IPv6 Default Gateway
% Net Detect
MAC Address 28:57:be:89:6a:66
@ HDD Detect Preferred DNS Server 192.168.1.1
Alternate DNS Server
Enable DHCP Enabled

Enable DNS DHCP Enabled

Playback
Export
VCA Search

¢ Manual System Info ol
HDD Log Information

? Record Import/Export
Camera Upgrade
Configuration Default
Maintenance Net Detect

D Shutdown HDD Detect

IPv4 is your current DVR/NVR IP address

Trouble Shooting: If your network IP address is 192.0.0.64, then you need to check your network signal first.
Either it is not connected to the router, or the cable is broken.

Appendix 2 - How to Setup DVR/NVR IP Address

Go to DVR/NVR, MENU > Configuration > Network

(> | L | e L_G] a ESD ‘f‘_' - X Q) Configuration

General PT Cloud PPPOE DDNS NTP Email SNMP NAT  More Settings

General

10M/100M/1000M Self-adaptive
2
A Alarm feB80::2a57 :beff.-feBI:6a66/64

& Network

& RS-232

Playback £ 28:57:be:89:6a:66
Export / 1500

VCA Search General
WELTE] Networlc 1
HDD Alarm
P Record RS-232
Camera Live View U8 13 B3
W Exceptions

¢ Maintenance User

Shutdown POS
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Reference:

C' | [ www.routerlogin.net/adv_index.htm

N E TG E A RI‘ g en i e’ Firmware Versiol

WNR2000v5 v1.0.0.2

| ADVANCED Auto :

ADVANCED Home Port Forwarding / Port Triggering

Setup Wizard -
Please select the service type.

Port Triggering
» Setup
. Service Name Server IP Address
> Security FTP . 192 |l1es |11 ] + Add

» Administration
# Service Name External Ports Internal Ports Internal IP a

r'd Edit Service + Add Custom Service Arrange by inter
e — |

v Advanced Setup

Wireless Settings
Wireless AP

Port Forwarding / Port

Dynamic DNS
Static Routes

Linksys

Security

At o

view anc cha Uter Sethings

Firewnl
Firewall Internet filters

SP1 irew 1§ y Enat 4 J

VPN Passthrough

IPv6 Port Services

Description Protocol IPv6 Address Allow Enabled

Add IPv6 Firewall Setting




