E LT s Knowledge Base Text: fhmomy Worg

wsauens ey e KB — LTK3500S Setup Reading Guide

This reading material is for internal training purposes. For all legal warnings and instructions, please refer to the official access control
user manual. Please visit our LTS website for more information. LTK3500S is defined as the Terminal, not the doorbell.

J—

Microphone .
P Main Features

Camera with IR

*1920x1080p@30fps High Definition.
(IR distance 20ft)

+ 50,000 Cards Record, 200,000 Events.

« Unlock Door Remotely Using LTS Connect.

+ Anti-Passing Back

* Support Wi-Fi 2.4G

* Support MicroSD Card (Class 10, up to 128GB)
+ LTS NVR Compatible

*1P65

LED Indicator

Card Swiping Area
IMPORTANT

This device uses DC12V/1A only.

Do not share this power with any other devices.
Take a photo of the back-panel sticker before — |
install. You will need this when pairing to the
LTS-Connect App. Check that the device powers
up and that the firmware is up to date before
installing.

Call LTS-Connect—

Call PC NVMS7000

Before installation:

Modal: LTK3S00S
1

This device only supports 12VDC, not PoE. Also, do not share the power with other devices.
Take a picture of the LTK3500S Back-panel Sticker first. It is required for the LTS-Connect.
Mobile App is LTS-Connect. (Do not use NVMS7000 App)

Internet connection may be required.

Programming software is PC NVMS7000, supports Windows PC only.

First 3 pages for the hardware installation; the rest of the pages are for software setup (copied from LTK28xx manual)

A S o e

California

amings Low Voltage Specialty License Types:
Allthe electronic operation should be strictly

amplincenitite decticsl saryequstins e | [NStaller License Requirements for Business environments:

prevention regulations and other related regulations
Wi movia by e o e | LOW Voltage Installation — C7 License
1 it be less than th red value. . . 2
Dot et el i toone e siarrer | Fire Alarm = C10 License Electrical Contractor
T e et (includes Fire Alarm installations) C-10
hazard. Pl ke sure that thy hasb H H H P
domeal srepouwie nsio gsmanse. | Y OUF State/City license requirements may vary.
the device. When the product isinstalled on wall or . . . . . i
oaling the e shllsefimiviced sk | Please note, LTS is not responsible for any issues related to installer | Fire Protection Contractor C-16
odors or noise rise from the device, turn off the
power at once and unplug the power cable, and then I- .

I tact th ter. {fthe product Icense requirements. . .
s not workpropely.lease contartyour deler o q Lock and Security Equipment Contractor C-28
the nearest service center. Never attempt to
disassemble thedevice yourself. (We shall not

assume any responsibility for problems caused by Solar C-46
unauthorized repair or maintenance.)

Low-Voltage Systems C-7
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Connection / Wiring:

There are no cables installed permanently to the back panel of the device.
Please manually plug in the cables that are required for your installation.

All Wires Description:

12V DC only
_INT__Red+aq
IN1_ Black a2 ] Power Input
Group B 1-5 RS485 Address (Check User Manual)
1 _IN1__ Blue
[IN2_Orang 6.  OFF Terminal Mode  ON Card Reader Mode
:(HVD—I;EI.:C%‘?E% ] Alarm Input
/ | _NC_Red pa 7. Card Reader Mode Only.
COM_White OFF (10 digits key# ON (8 digits;
__/ T NO Purple gg ] Alarm Output ( g y#) (8 digits)
E/_— 8. (see User Manual)
— roup C Req Ext Power
GND Black c1 —
| Wo  Green
w1 White . .
["GND_ Black £3 Wiegand (Optional)
[LED-OK Brown ¢s Wiegand Ef‘>
ED-ERR OrangeCé6
Gray C7 — Brown 5 BlueLED b | oK
_MCS - — Orange <5, Red LED $ ERR
Group D ~ Purple Beep $ [
NC Purglle D1 — B e & |w
%DZ = Green wo m wao
| SENSOR Green . Lock | Red Power D | rur
BUTTON Gray ps Black GND R E 1
_GND__ Black pg __| ’
GroupE l DC12V
485+ Yellow E1
485- Blue £2 i| RS-485
Door Lock Wiring Connection: NC (Normally Closed) + . ?,
R |
— Purple D1 m | -~ WA
, COM__ White p2 . |
DOOR | NO Red HER | + DC12V - i
LOCK SENSOR Green D4 M (Diagram only, run power separately)
wiRes| | BUTTON Gray pg @ 5
|_ S NO (Normally Open) -+
el — L
|e ’ )
Note:
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Troubleshooting: (e rery;2veat. i

=/ @ system Setup for the Stand-Alone Terminal Note: (1t Edit: Perry; 2 Edit: Jimmy)
{24 Device Infarmation
@ Gonera SHpSMposed user nfermaton Activate the device, assign an IP address, and add into NVMS7000 first. By default,
“ e Enable Voice Prompts J LTK3500s is set to terminal mode. The front reader only supports 34-Bit Wiegand (10
& Systam Meintenance Upload pictures to capture whether the linkage digit) input. It can also support an additional Wiegand card reader if needed. A
. Save Linked Captured Pictures Wiegand or RS-485 card reader can be added.as an exit reaqer or the.entry reader
4, ety G’Vhethertu allow key input card number ) (keypad). These: readers are qot limited to 34-Bit Wiegand, but it makes little sense to
e Enable ViiFi detadt have the 2 devices .not running the same protocol. Please remember that separate
2@ 5o e AR power must be provided to the card reader.
+ @ Alam Save By default, the LTK3500S does not support authentication with the keypad. You must
- & Other enable this in the remote configuration of the device. To enable this function, go to
_ PG NVMS7000 PC NVMS7000. Device Management > select LTK3500s device > Remote
& Picture Upload Device Management > Remote Configuration Configuration. Go to Other > Access control Parameters > Whether to allow key input

Q: Message: “The room number cannot be empty, please input the room number” when a card is swiped.
A: The card has not been added to the device yet. Check that the card has been added to a profile, place the profile into the permission and
apply the permission to the device.

Q: The App makes me create a new password when I've already made one for it.
A: Make sure the firmware has been updated on the LTK35008S.

Q: The LTK3500S does not respond or do anything at all when | swipe a card, it only Beeps one time.
A: The device has been set into Card Reader mode, toggle Dip Switch #6 into the down position. You will need to power cycle the unit after
any dip switch changes.

Q: Why does the LTK35008S require a separate power supply?
A: To ensure the LTK3500S does not have any power fluctuations.

Q: Can the LTK3500S be integrated with the LTK28xx Access Controller device?
A:Yes

Q: Can the LTK3500S be integrated with an LTS NVR/DVR?
A: Yes. But, make sure the NVR/DVR firmware is after 2017.

Q: If I connected the LTK3500S to the NVR, can | unlock the door from the NVR?
A: Due to security reasons, you cannot unlock the remote door from the NVR. There are 2 ways to remote unlock the door; Either the LTS-
Connect App or the PC NVMS7000 (Locally).

Q: Which Mobile App is used for the LTK3500S??
A: LTS-Connect. Please download the app from the App store for your mobile device. NVMS7000 is not recommended as it has no unlock
feature for the LTK3500S.

Q: What is the remote access method for the LTK3500S?
A: For security reasons, the LTK3500S uses PTCloud (P2P) technology for remote access.
IP/Domain is not supported.

Q: Where is the QR Code for adding to PT Cloud?
A: Only found on the back of the unit. (See picture to the right)

Q: How to default the 35008 setting back to inactivate?
A: use PC NVMS7000 (Restore All = Factory Default)
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Software

Access Control Software: NVMS7000

This Setup section is copied from the LTK28xx quick guide. So, please don't
be focus on miss-match pictures or labels. Get the idea that will be fine.

Network(TCP/IP)

TCP/IP

TCP/IP
Controller System

Management Center Controller

Wiegand

USB cere .

Credentials Reader -

NVMS 7000 PC [+

Card issuer E=—= . Exit Button

TCP/IP

LTS Video Solutions
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Access Control Software: NVM7000

Note:

1. Device Activation (setting a password) is required.
2. The latest version of NVMS7000 required

3. Software supports Microsoft Windows 7/8/10 only
4. Supports Local Network Configuration.

5. Max. 16 controllers / 64 doors

6. Max. 10,000 users and 10,000 Cards

Activation: There are two ways to Activate the Controller.

For NVMS7000 Activation:

Go to Control Panel > Device Management
Find the Controller on the bottom list, Highlight and Activate
Enter Valid Password and click OK

NVMS7000 Software

Device Management |

Device for Management (0)

* Nyws7o00

admin @

“r Add Wodify Delete Remote Configuration % QR Code Activate

rpe

Device Type | Nickname Connection .| Network Parameters | Device Serial Mo.

4

Online Device (1)

- Addto Client = AddAll . Modify Metinfo % Reset Password . Activate

IP Device Type Firmware Version

192.0.0.64 LTKk2802
Joor Stati

1door Station/
introl Panelf

f

Security’

W2.0.1build 171122 inactive

Usar Name: admin

Password: AREEEEE

Valld password range [8-16). You can use a
combination of numbers, lowercase,
uppercase and special character for your
pasawaord with at least two kinds of them
containad

Canfirm Password: | ssssssss|

Enable Guarding Vision

NVMS 7000

Network Video Management System

1. NVMS7000. 2. IP Portal Software
(Download Link)

Note:

Please use the latest NVMS7000 PC software.
Also, please confirm the Access Controller box
firmware is up to date before you begin.

IP Portal Software
R
43

| Security | IPv4 Add...| Port |

Refresh I Activate the Device

Total number of online devices:

01D -1 Device Type

N
| o)

The device is not activated.

You can modify the network parameters after
the device activation.

ord:

006 LTK2802 Inactive 192.0.0.64 8000

New Passwe

Confirm Password:

STRONG PASSWORD RECOMMENDED-

We highly recommend that a strong password is created (using a minimum of
8 characters, including uppercase letters, lowercase letters, numbers, and/or
special characters) to increase the security of your device(s).

We also recommend changing your password regularly, especially in the high
security system. Resetting the password monthly or weekly can help better
protect your device(s).
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Setup Controller Local IP Address

Before adding the device, the IP address needs to be programmed first.
Click Modify Netinfo and set up the local network IP address

- Addto Client o~ AddAll o/ Modify Netinfo % Reset Password Activate SIDEIEEE 255.255.256.0
- Gateway 192.168.1.1
IP Device Type Firmware Version Security Se ST
Passwaord:
122.0.0.64 LTK2802 V2.0.1build171122 active =1

Add Controller / Naming

1. Click Add
2. Choose IP/Domain

3. Enter Controller Nickname,
IP, User & Password.

* Important *

Please make an appropriate nickname.
It helps to label the controller if you
have more than one. (See Page 10)

Make sure to enter the correct password before
clicking Add. The password is the password that
was chosen in the Activation step”. The wrong

password will cause the ‘Export to Group' to fail.

If you enter the wrong password when you are
adding the device, delete the device and re-add’

4. Click Add when finished.

Check Connect Status:
NetStatus shows Green color. (Ready)

Modify Network Parameter x

Device Information:

MAC Address: - a_ N -5 Copy
Software Version: LB 1 7 hjy _-a] Copy
Device Serial No. p E e T e e R R Copy
Metwork Information:

DHCP
Part 8000

~/ IPv4(Enable)

IP Address: 192.168.1.205]

* nvms7ooo0

File System View Tool Help

= Device Management

Z= Device W Group

Device Type Device for Management (1)

< Add New Device Type Device‘Type Nickname

©: Remote Configuration % QR

Connection ...| Metwork Parameters

Adding Mode:
@ |P/{Domain IP Segment PT Cloud Domain EHome Serial Port
d Offline Device
Mickname: Front Office Controller lo
Address: 192.168.1.205
Port: 8000
User Name: admin
Password: sesssens
«/ Exportto Group
Set the device name as the group name and add all the channels
connected to the device to the group.

Device for Management (2)

-~ Add  ©/ Modify ! Delete | "2 Remote Configuration % QR Code Activate  EE Device Status F
Device Type Mickname Co‘n... Metwork Parameters | Device 5. Security tus
| -
»
Access Controller  Front Office Controller  TCP.. 192,168.1,205:8000  LTK2802.. Strong @

Enceding Device NVR 8832 TCP... cademo.dvrlists.co... LTN823.. Weak

If it is not connected, please double check the connection or setting again.
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Sync Time

Controller's Time may not be accurate when the controller is first set up.

Please synchronize the time before use.
Manual time change currently disabled.

Synchronization requires Internet access with NTP server.

Check DNS

Highlight Controller, click Remote Configuration to open the

controller settings:

Check Network > Advanced Settings.

Make sure DNS set correctly.

Ifitis 0.0.0.0, change to 8.8.8.8. Click Save.

Enable NTP

Go to System > Time.

Checkmark Enable NTP

Enter Server Address (if empty): time.windows.com

NTP Port: 123

Sync Interval: 60

(After Sync Successful, you may change Interval to 1440
avoid Sync too often)

Check that DST Settings are correct, Save
(Link)

Rebhoot

Device for Management (2)

&

Add Modify Delete Remote Configuration | 2 QR Code Activate
Device Type Mickname Con...| Network Parameters | Device 5. Seci
Access Controller Front Office Controller  TCP... 192.168.1.205:8000 LTK2802...

Remote Configuration

-9 System

5 Device Information
DMS1IP Address: 8.8.8.8
5 General
DMNS2 IP Address: 8.8.4.4
5 Time
Security Contral Platform_.. 0.0.0.0

g System Maintenance
5 User
5 Security
= & Network
w5 General

+ (} Alarm

- System
5 Device Information Time Zone

gl General

Security Control Platform... 0

Save

(GMT-08:00) Pacific Time (US & Canada), Tijuana v

~ Enable NTP

{49 System Maintenance

Senver Address:

i User

time.windows.com

& security NTP Port: 122
+ (_\) Network Sync Interval: 60 Minute(s)
+ @ Alarm  Enable DST
* & Other Start Time: March v SecondWeek ¥ Sun v o100
* @ Operation EndTime: Movember ~ FirstWeek  ~  8un «|1 00
* {a Status
DST Bias: 60 min g

Save

Go to System > System Maintenance > Reboot After reboot, controller time should be correct. Please double check the status

bar message.

Check Time

How to check the Controller Current Time?

L

Go to the bottom section under Device Management. The Controller Start Time = Current Time. Press refresh & check.

Add to Client Add All
P L Device Type
192,168.1.205 LTK2802

Maodify Metinfo Reset Password Activate
Firmware Version Security Server Port | Device Senial No.
V2.0.1build 171122 Active 8000 LTK2802201711...

Start Tirme

2018-03-10 10:20:49
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Important, Backup the Settings!

Backup Settings becomes more important when you try to program the Access Control.
Always back up the settings! Backup (Export) settings are located in the System Menu bar option”

File View Tool Hel
8 Lock “ Use Export System Config File to backup your settings file INCLUDING the Access Control Database, Permission and

4 Switch User Attendance settings, as well as other vital information. Please remember to keep this file secure.

& Import System Config File  Use Import System Config File to restore the settings.
| =] Export Systemn Config File |

& Auto Backup Auto Backup is a new feature. The settings back are backed up according to a set schedule.

Label / Name (Door): MagneticLck

Wiegand
Reader

Clearly labeling the different access control components will make the job easier when
you try to set up or manage the system after the system has been installed.

Labeling/ Naming Door

Device Management > Group.
Highlight the door device, click Modify. - Cd,ﬁ'}}{(f:;iob

By default, it is named as Door#_(Controller Name)

It is recommended to change the = Device & Group
default name to a more appropriate Resource & m Resources of Group-Frnt Office Controller(4) "4 m Resources of Group Front Office Controller(4)
name. search... Import Delete Import Modify Delete R
CE - ‘ Nictname ‘
Enceding Channel Eventl_Front Office Controller Eventl_Front Office Controller
Alarm Input Event2_Front Office Controller Event2_Front Office Controller
Zone Doorl_Front Office Controller Front Door
For example Access Control Point Door2_Front Office Controller Rear Door near Parkinglot

Door1 to Front Door
Door2 to Back Door

From the picture on the right, the importance of clear labels is shown.

Door Status Card Swiping Record Access Control Alarm Access Control Point'Device
Access Control Group Status Information Status Duration [ Open Doo Search...
Search...

_ = | Front Office Contraller

—
Front Door
Front Door DoorZ_Front Of .

Doord_Front Office Controller

Status Monitor
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Add Module

File System

ules Customization

Control Panel |

View Tool Help =4 NVM57000

‘Operation and Control
Access Control
Status M0n|tor E‘ Access Control g Modules Customization
Managing persons, cards, Selecting the commonly used module
NVMS 7000 permissions for access control to display on the control panel.
Alarm Event application; Providing video intercom

Network Video Management System

Modules Customization

Video Surveillance

o g Main View o ° Remote Playback

Access Control, Security Control, Video Intercom

[+ nl Access Control [+ .;)) Status Monitor r Time and Attendance
[+ Q Security Control Panel ™ f:_'@ Realdime Alarm 5 Pyronix Control Panel
Extended Module

(A J_':l Alarm Event E Video Wall

E—map

CEF‘I cel

Note: Only the latest version of NVMS7000 (PC) supports Access Control

Scene Selection

Upon opening the access control tab in the newest version of NVMS7000,
the software will prompt you the following Scene question:

Non-residenceor Residence.

The wizard sets help pre-program based on the scenario.

Note: Once the scene is selected, it cannot be changed, unless NVMS7000 is
uninstalled and then re-installed to reset the setting. Also, When you select
Non-Residence mode, you cannot configure the Attendance Rule when
adding a person

* Wyus7000

Toial 0 Fage: 111 kem ger Page. Sellasale H o4 b M P



Reader
Defining

Working Hour
Template

Guideline / Directions:

o Ok W INE

Define Working Hour / Template

Create Working Hour Template

Define the Wiegand Reader Working Hour

Create Organization Structure and Level

Create Personal Account, Card# and working hours
Define the Access Permission

Final, Test it and use Status Monitor to check the status.

Open Access Control > Schedule & Template
1. Select Week Schedule, Click Add Week...
Define Schedule Name (Example; Office Working Hours)
On the weekly schedule, draw a line to define the time period.
Define it more precisely and click OK.

use Copy to... to apply the timeline to other weekdays.

IS

click the Save button on the top right to keep the changes.
7. Switch to the Template > Add Temp...
8. Define Template Name (For example; Office Hours)

9. Select Week Schedule you created.

10. Click the Save button in the upper right corner.

_ e

Permission
Defining

Create User
Account

Tutorial Video: https://www.youtube.com/watch?v=v2d5atg3h1l

[ Week Schedule Holiday Group Template
| AddWeek.. | D Add Week Schedule

Search...

Week Schedule Name: [Oﬁe Waorking Hours

|j Blank Template
p

Property

‘, H save |

Week Schedule . ‘Woaorking Hour

o = Copyto 3¢ Delete D. [ Clear
il 2 1 5 ] 10 1z 14 18 13 20 22 24
Mon
06:00 5 |- 21:00 1| oK |
il 2 1 5 a 10 12 14 165 18 20 22 24
Tue
il 2 1 5 a 10 12 14 15 18 20 22 24

Add Template

. AddTemp.. | De

Search...

Template Mame: | Office Hours

|| Blank Template

‘I:' E save

Template Name: Office Hours
Remark:

| WweekSchedule |5 Holiday Group

v ;F & Add Week ..

0 2 4 [ 8 10 12 14 16 18 20 22 24
Mon [

Week Scnedulel lOfre Working Hours

1] 2 4 (3 8 10 12 14 16 18 20 22 24
Tue i
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Program Wiegand Reader Schedule

Program Card Reader Authentication (For more detail, read Ch 6.8.2 in User Manual)

Go to Access Control > |
Advanced Function >

Card Reader Authentication

Select Reader first.

Drag and Draw to define the timeline.

Click the time bar to enter or edit a more precise timeframe, click OK
Use Copy to Week. That will copy the current highlight to others. Use Delete to erase, or Clear to reset all.
Final, click Save to keep the setting. Or, use Copy to setting to other Readers.

o SR 4 (=

[ Access con... [l card Reads.. By Multipl.. 5 Open Door... SF Anti-.. =& Cross-Controller An... [[& Multi-d. .

LTK1107M  LTK1107MK LTK1103M LTK1103MK

®© N ks~

I Authentic._. ] Rela... [ cust.. f5 Blac..

Controller List

Froperty = Copy to Il save
Sedrnch Card Reader Mame: Card
= e LTKZ2302
Authentication Mode Configuration
Card Card and Passw...
“@ Card Reacler 2
“@ Card Reader 3 Card Reader Authentication Week Schedule Settings o | Copy to Week » Delete 1 Clear
“ﬂ Card Readear 4
- [ [Tk35005 e RN S s S W | UIEE T S LR T U N [ e Zli'
i
"ﬂ Entrance Card Reader1 M Card 00:00 ;|- 23:59 | OK o
o [L] z 4 & 8 10 12 14 16 18 20 22 24
.u E){It card Rgaderz Tue || i i i i i i 1 I n I I i i I n i I i n I |I

Define the Reader Parameter =

Access Control Parameter
Most times, you don't need to change the Access Control Parameter.

Access Control

Reader Authe.. ﬁ Multiple Auth ES Open Doorwith F... =F Anti-pass... $Cross-Contro

Controller List

Card Reader Information:

Searct Basic Information

Nickname:

- le Front Office Controller I
- [ Doort Enable Card Reader.
L G OKLED Potny

“# Glass Door Exit Card Reader2

Glass Door Entrance Card Reader1

Change Controller's name: |
The setting to change the Controller's name is found in the Device

Management setting
Error LED Polarity:

= i Door2

Device for Management (2) Buzzer Polarity:

*§ Entrance Card Reader3
Minimum Card Swiping Interval:

Add Modify Delete Remote C... 2 QR Code Activate “@ Exit Card Reader4
- Max. Interval When Inputting Password:
Device Type Nickname Connection ... Network Parameters
- |L Warehoue Controller 2D Enable Failed Attempts Limit of Card Readi...
Access Controller | Front Office Controller | TCP/IP 192.168.1.205:3000 I e
= i Doorl Max Times of Card Swiping Failure:

Change Wiegand Reader’s name:

“# Entrance Card Readerl

“# Exit Card Reader2

Enable Tampering Detection:

. . . . o Detect When Card Reader is Offline for:
Changing the Wiegand Reader’s display name is not necessary, but it is e

helpful for certain situations to clarify the Wiegand Reader’s location.

= i Door2
Buzzing Time:
“# Entrance Card Reader3

'ﬂ Exit Card Readerd Card Reader Description:

Open Door with First Card Purpose: You can set multiple first cards for one access control point.

After the first card swipes, the controller allows multiple persons to access the door or other authentication actions. The
first card mode contains Remain Open with First Card, Disable Remain Open with First Card, and First Card Authorization.
ultipl... B3 OpenDoo_.. =B Anti-... 2
Remain Open with First Card, Disable Remain Open with First Card

The door remains open for the configured time duration after the first card swipes until the remain open duration ends.

Door Open by First Card Parameters

First Card Authorization: All authentications, except for the authentications of super card, duress card, and duress code,
are allowed only after the first card authorization.

pg. 11



Create Organization & Department
Open Access Control > Person & Card

File System View Tool Help

9| =+ Add Madify

1. Click Add to create the Organization, click OK

ick Add again and create another department. Ly e

Person No. Persor

Add Organization

Accounting Organization: [

Create User Account: — 1

Search...
4 Add [, Modify
Open Access Control > Person & Card - & Company Person No.
Lome
1. Click Add to create a personal account. A Empolyes
2. Enter Personal information (* required) S
U 3. Click Card for the card registration
4. Click Add to add/scan the Card . )
Person Name: Jimmy } =
Gender. 2 Male Female =
Card Type: Normal Card Date of Birth: 2018-03-12 e
Card Password: Password o) Place of Birth:

5. Select Access Reader

ive Period:  From  2018-03-12[7%  To  z028-0312[ ° Email:

6. Click Read & Access Controller .. |Entrance Card Reader1 |~ AROE= R | E G
1. SWIpe Card' click OK Card Reader Mode Card EnrolimentS.... |Set Card Enroliment Station e ermission Card | FacePicture @ Fingerprint = Attendance Rule
. . Manually Input Eules Modify X Delete LinkFing... % QR Code Link Face Pi..
8. Final, click OK to mdex Card No. TR (ard Effective Periad Card No. Card Type Card Effective .. | Link Fingerprint | Li
fInISh addlng Person 2521837 MNormal Card 2018-01-10 00:00:00-2028-0...

.

Can cel

9. If the data is changed, it will automatically prompt for the data

Synchronization. Choose Apply Now, or Apply Later to postpone. 3 ways to scan / issue the card.
1. Access Controller

Use Wiegand Reader to Scan

§
z

ADpIying Permission S#BNgs Progress: Applying (100%)

H

Data Synchronization

2. Card Enrollment (LTKE100ME)

Data is changed.Click Apply Now to apply the updated teme b () Remart Use USB Reader to Scan

data to the devices.Or you can apply it to devices later in ) Teck Support

Front Office Comtroller LTE.. 100% Applied
Permission interface.

3. Manually input

Apply Now " Apply Later

- pg. 12
LTKE100ME
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Permission

In the Permission module, you can add, edit, and delete access control permissions, as well as
applying the permission settings (data synchronization) for the device permissions to take effect.

Access Control

Go to Access Control > Permission [“ Modify X Delete [ ApplyAll [ Apply Changes

sion NEI:I"IE Template Person Door Details | Status
Note: Each door can onIy support up Allow All Access All time Whole Week Template Supreme Leader Front Door,Warehouse Door  Details ~ Modify
to 4 permlsslons |n the I|St All Access in Office Hours Weekly Jimmy Front Door,Warehouse Door ~ Details ~ Modify
Front Door Only Weekly Employee 1,Employee.. Front Door Details  Modify
Click Add
Define Permission Name 4 Add [ Modify X Delete (3 ApplyAll (5 Apply Changes
Select Template i Edit Permission
Sales | Permission Mame: [FrontDoor 3
Select User CIiCk > tO add Tech Template: .Whole Week Template 4 |v. Add Template
Person Selected Personel(1)
Search... p Search... p
SeIeCt Door' CIICk > to add £ ’ﬁ\ LTS Person Mame Organization

2 Perry  LT5/Tech

Click OK to finish. ) O

If Data is changed, System will

aUtomatica"y prompt fOf data Access Control Point/iDevice Selected Door/Device(3)
synchronization. Apply Now or, Search.. £ Search.. £
CIiCk Apply Latel’ Walt Until ﬁnal. + ' LTK35005 Access Control Point/Device Name | Door Group
® | Access Control l Doorl_Access Control Access Control
. m l Doord_Access Control Access Control
Or, You can find those buttons on the [ Door2_Access Control [ Dpoort_LTk35008 LTK35005

toolbar.

Application Result x

Data Synchronization Applying Permission Settings Progress: Applying (100%)

Filter

Data is changed.Click Apply Now to apply the updated
data to the devices.Or you can apply it to devices Iater in
Permission interface.

Name Progress Result Remark
= Tech Support

Apply Now i Apply Later | Front Office Controller LTK... 100% Applied

Close

Permission
Defining

Create User
Account

Working Hour Reader

Template Defining
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Status Monitor

Purpose: The Status Monitor provides a way to manually control the status (or lock) for all the
access control points (doors),” including opening door, closing door, remaining open, and
remaining closed.

File System View Tool Help

(i)

| u | Status Monitor

Door Status  Card Swiping Record Access Control Alarm

Access Control Group Status Informatio Il Open D
) . Search... P
|: Open Door i Close Door E Remain Open ﬁ Remain Closed _
EE D

Front Door Doorz_Frant Of...

Status Duration: status Duration
Access Control List Door Status Configuration @
Purpose W M Remain Open Remain Closed E] Copy to Whole Week » Delete Duration [T-CtEar

Status Duration allows you to set an access
control point (door) to remain open or remain

- L Front Office
_ o z 4 B 8 10 1z 14 16 15 z0 22 24

closed according to a defined schedule. s s s s w w w s o= o
Tue |
In the Door Status module, click the Status o 2 4 s 8 w1 w8 s m oz
. . Wed |
Duration button to enter the Status Duration
. i} Z 4 & 8 10 12 14 16 15 20 22 24
interface. Te [

Card SWipi ng Record: Door Status Card Swiping Record Access Control Alarm

Card No.. Person Mame Organization Event Time Door Position Direction Authentication ... | C
The logs of card swiping records of 03859699 Eric Gonzalez  LTS/Sales 2018-03-1310:3... Front Office Co... Enter Invalid Card
all access control devices will 03839609 2018-03-13 10:3... Front Office Co... Enter Invalid Card
display in real time. You can view 03859699 2018-03-13 10:3... Front Office Co... Enter Invalid Card
the details Of the card sw|p|ng 6264352866 Jimrmy LTS/Tech Support 2018-03-13 10:3... Front Office Co... Enter Legal Card Aut...
event, inc'uding card NO., person 123456 2018-03-13 10:2... Front Office Co... Enter Invalid Card
name Organlzatlon event tlme etc 123456 2018-03-13 10:2... Front Office Co... Enter Invalid Card
H H 09425517 Perry Chun LTS/Tech Support 2018-03-13 10:2... Front Office Co... Enter Legal Card Aut...
You can also click the event to view ry Chung PP 9
H H H 09425517 Perry Chun LTS/ Tech Support 2018-03-13 09:5... LTK2802:Exit Ca... Exit Legal Card Aut...
the cardholder details, including ¥ Chung PP 9
person No person name 09425517 Perry Chung LTS/Tech Support 2018-03-13 09:5... LTK2802:Entran... Enter Legal Card Aut...
Organization phone contact 09425517 2018-03-13 09:5... LTK2802:Entran... Enter Invalid Card
addreSS etc 09425517 Perry Chung LTS/Tech Support 2018-03-13 09:5... LTK2802:Entran... Enter Imvalid Card
09425517 Perry Chung LTS5/ Tech Support 2018-03-13 0%:5... LTK2802:Entran... Enter Invalid Card
09425517 Perry Chung LTS/Tech Support 2018-03-13 09:4... LTK2802:Entran... Enter Invalid Card
03859699 atrick Its 2018-03-12 09:2... Front Office Co... Enter Legal Card Aut...
Note: please remembered only one ° ’
’ . . 03859699 atrick Its 2018-03-12 0%:2... Front Office Co... Exit Legal Card Aut...
local connection can receive the lo ° ’
| 1V .
g 03859699 atrick Its 2018-03-12 09:2... Front Office Co... Enter Legal Card Aut...
2" Connect tgetth g ’
onnect may or may not get the
instance. . .
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* Enroll Credentials * Manage Controllers

Network(TCP/IP)

TCP/IP

TCP/IP
Controller System

Management Center Controller

Wiegand

NVMS 7000 PC ﬁ |
-
 — ?

USB ere
Credentials

Lock
E=—= ExitButton

Card issuer Reader

TCP/IP

LTS Video Solutions

* Video Verification
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Setup LTS NVR/DVR/IPC in the Device Management first.

Video verification is only possible once you have a video device configured in Device Management.
The video Device requires storage capability to be able to recall and display a video event that is linked to an access control event.

= Device W Group

Device Type Device for Management (2)
_ Add Madify Delete Remote C... #E QR Code Activate  E
Add Mew Device Type DeviceLT}rpe Mickname Connection ...| Network Parameters
Access Con...  Front Office Controller LTK2802  TCPR/IP 192.168.1.28:8000
Encoding D... MNVRB232K-P16 TCR/IP 192.168.1.87:8000

Event Management
Link Video Device to the Access Control |

Event Management Operation and Control ¢
Configuring the alarm, exception
(zzzzz e parameters and the linkage actions for Mantonance and Management ¢

the devices.

Device Management Event Management
@ L editing and deleting the Configuring the alarm, exception

Go to Maintenance and Mangement > Event Management

Xy devices and groups
GO to Access contro' Event Tab . Account Management =] Log Search
Adding, deleting users and assigning —_c: Searching, viewing and backing up
m e missions \, local and remote logs

There are 3 tabs that are related to Access Control: Access Control Event _Access Control Alarm Input Even Card Linkage

Access Control Event

contains three sets of events: = ||

1. Controller

"} Camera... A= Alarm... Exce... B Zone .| Access Control .. L Access Control Alarm... F2 EventCardLi... |E® Cross-Device

2. Door
d Access Control Device = Copyto... H Save
3. Rea er i Search...
e Link to 1 Channel Video : _ Event Type: oTriggerCamera: |CMIP3052-28_NVR2832K-P15| ~ |
o L Front Office Controller LTK2...
o NVR/DVR A Search... P
o - Doorl < All — | ||+ Trigger Client i
e |PC Clear |
o + Duress Alarm ~ Audible Warn
o Doorbell 3 | Front Office Controlle...
‘.ﬂ Exit Card Reader? + Card Reader Tampering Alarm ~ Email Linkage
= ') NVR883ZK-P16 -

i + Door? +/ Mormal Card Authentication Passed ~ Alarm Trigger
4. Click the Save button to ,

;‘ﬁ Event] Card and Password Authentication Pa...
save the settings & CMIP3352W-28 N.

;‘ﬁ. Fvent? + Card and Password Authentication Fa...

@ K CMIP3382W-2...

Each Video Device must have Recording Enabled. If there is no recording available on the system, you will only see Live View
and would not see linked event playback
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Access Control Alarm Input

Purpose: The access control alarm inputs can be linked to several actions (e.g., alarm output, host buzzer) when it is triggered.

ot 2R
- _

The |Inkage here refers to aCtlonS performed "} Camera . Mx Alarm. Exce.. B8 Zone . [E| Access Control - M Access Control Alarm... B2 Event CardLi... B2 Cross-Device Li.
in the client software NVMS7000 triggering Event Property i save
an action on the controller. Search.

— le Front Office Controller LT...

Card Reader Buzzing
B Name Property

Host Buzzer Disable Enable

Host Buzzer: The audible warning of the b Benz e e enam
controller will be triggered. Exit Card Reader2 Disable Enable
. . Entrance Card Reader3 Disable Enable

Card Reader Buzzer: The audible warning of

the card reader will be triggered. Ham e Nome Property
Front Office Contro... Disable Enable

Alarm Output: The alarm output will be Front Office Contro... Disable (| Enable

triggered for notification.

Access Control Point (Open/Close): The door Receas COMEITEN | Name open Close

Wl" be Open or closed When trlggered Doorl Disable Enable Disable Enable
Door2 Disable Enable Disable Enable

Note: The Door cannot be configured as open
and closed at the same time.

Click the Save button to save the settings

Event Card Linkage
The Event Card Linkage provides =~ = | &2 ||

a way for the controller to
perform an action (e.qg., alarm
output, host buzzer, etc.) when a
specified event occurs.

"} Camera... As Alarm... Exce.. B8 Zone .. [H] Access Control . P Access Control Alarm... B2 EventCardLi.. B2 Cross-DeviceLi.. Pyronix Control Panel Event

Event Card Linkage Linkage Details Add Delete H save

Search...

Event Source
= ﬂ.l‘ Front Office Controller LT...

_ EventLinkage: |Door Event Door Remaining... Card Linkage:
The linkage here refers to an - ccess Control P [Doort
event triggering an action on the
Controller Linkage Target
. ) HostBuzzer Enable @D Disable Capture  Disable Enable

Click Add to enable this feature. _

Card Reader Buzzing Alarm Output Zone

Mame Enable | Disable T_ MName Enable | Disable MName Arm Disarm
FOI’ fUI’ther explanatlon and Entrance Card R... () |~__ Alarm Qutput 1

Exit Card Reader2 Alarm Qutput 2

setup for this feature, please
refer to Page 86 in the User

Ertramea Card B

Access Control Point

Manual Marmne Open Close Remain Open Rernain Closed
Doorl Di... En. Di... En.. Di En.. Disable Enable
Door2 Di... En. Di... En.. Di. En... Disable Enable
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= wuns7ogo

Alarm Event / Log Search / Video Live View L
Alarm Event The Alarm Event Module contains the T |
Jepena e SamAneEET cyrrent day's Alarm/Event entries. [ p e

S
))) . s, the s
ai eciid of the

02658 CoATDH

There are two ways to open it.

8 & W NTP Auto Time Synchronization

1 . From the bottom panel In...  Alarm Time Alarm Source Alarm Details Alarm Content Live View | Send E.. | Note 1
(Dlsplays Only several entnes) 177 2018-03-14 17:11:42 Access Control Device:Front Of... Front Office Controller LTK2802 NTP Auto Time Synchronization
185 2018-03-1417:26:41 Access Control Device:Front Of... Front Office Controller LTK2802 NTP Auto Time Synchronization U

197 2018-03-1417:41:41 Access Control Device:Front Of... Front Office Controller LTK2802 NTP Auto Time Synchronization

204 2018-03-14 17:46:47 Access Control DeviceFront Of.. Doorl Unlock Door

Alarm - ~ Motion Detection  VideofAudio Exception ~ AlarmInput  Device Exception  VCAAlarm ~ Access Control Alarm v Ciher Alg

8 & W NTP Auto Time Synchronization

2. Or, Control Panel > Alarm Event to open it. (Open in full window)

admin @ W & 214800

File System View Tool Help

=

& o W NIP Auto Time Synchronization

In... Alarm Tlmc. Alarm Source Alarm Details Alarm Content Live View ' Send E.. | Note
C||Ck the 6 tO brlng up the lee VIeW Vldeo :; 2018-03-14 17:11:42 Access Control Device:Front Of... Front Office Controller LTK2802 NTP Auto Time syh(h:::::::::
204 Aarm Informaton
203 Marm Source.  Access Control Device Senver ication Pass|
Tip: . e e
If there seems to be an excess in 210 = ationPassed  ©
. . . . . 21 [ od Image Cont;
NTP Auto Time Synchronization entries, The NTP Sync time ~ ** = =
. . . . 214
can be adjusted to lower how often the time is synced with ~ _, Eirai O
the NTP server. We recommend this setting to be set to as A
1440 to have the controller sync the time once per day = : o
- Prionize Dispiay of Latest Alarm | * ek i
(Refer to Page 10 of this document). 20
NerPage | You Rave 2 unresd alarm messages CHcx Ner 10 check (=]
System Configuration
Tip: Automatic Popup Alarm Notification Window B
To set the Alarm Notification window to automatically pop up in the - v e T v o)
NVMS7000 when a linked event is triggered: o e
x Testop Log Expiry Date A Month ~
Got to Control Panel > System Configuration > General, checkmark B samseuna NetworkPerrmancs (tomal) (Beter] @J‘
. © Email WMaximum Mode: Maximize v
Enable Alarm Triggered Pop-up Image B Vides ntrcom 2 Enatie Adoogh

. Access Control ¥y up Security Prompt When Using Default Password
Enable Alarm Triggered Pop-up Image |

Pop Up Alarm Image for Minimized Client When Alarm Triggered Pop-up Image Enabled

Pop Up Emror Message When Email Seftings are Empty
Auto Time Adjustment: 00:00:00
Enable Keyboard and Joystick

Registration Management Server Port 7660

Alarm Management Server Port: 7300

Default Valug Save
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Alarm Event / Log Search / Video Playback

File System View Tool Help LJ NVMS7000 admin @ &5 215250 W -E

Go to Access Control > Log Search = | B2 [ o [ 2

Access Confrol Event CallLog  UnlockingLog  Notice

Card Holder Information

Event Source: © Local Event Remote Event
.I S I D - Device: Front Office Controller LTK2802 v |Even| Type: Al v
. e eCt evice Card Holder Name: ~ | CardNo. v
Search
2 Set start Time & End Time Organization: ~ | CardReader Type: Al =
. " esiarﬁime 2018-03-14 00:00:00 [ End Time: 2018-03-14 23:59:59 EI

3. Click Search P o 2

Playback Directi... MAC Address Cards, *

Serial . | Event Type Card Holder  Card Type
PersonNo. 1

3 NTP Auto Time...

4. If you see the Playback icon E S
available, you can click the icon to T ——
playback the linked video footage. e

Person Name: Perry Chung
l Gender. Male
1D Type: D
Enter 1D No.
Organization:  LTS/Tech Support

16 Door Locked

19 Door Locked -~ Phone No.: 6264352833
20 Legal Card Aut... Perry Chung  Normal Card 13 ( (o} Enter Address:
2 Door Locked =

Note- 23 Legal Card Aut... Perry Chung Normal Card [ty 4 ! (o} Ente

: 24 Unlock 2018-03-1417:5...
If your NVMS7000 window size is less I N e T
y 26 Door Locked 2018-03-1417:5... Front ic
®

than 1440x900. The scrollbar on the —— e e
bottom of the window needs to be
moved to the right in order to see the
Playback Column.

Total:127 Page:1i2

8 & W Camerat_IPC Playback failed! Eror Code NVMS7000.exe[317].(No record file found.)

LTK3500S Video Calling

Microphone

Camera with IR
(IR distance 20ft)

i

LTK35008

v

LED Indicator

In Call

Duration

Card Swiping Area

Unlock Door

Call LTS-Connect

Speaker Volume
Hang Up
Microphone Volume

Call PC NVMS7000
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Mobile App: LTS-Connect (Google / Apple)

@Con":ect :
United Arab Emirates
R 2 e [=3 Connect
8 fvwrre United Kingdom H
e ?
=200 A
LTS Comect is & video survellance
witwre .
| Vatican
£ . Venezuela
Z
/
—_—
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LIS=-Connect

> =

1. Download the LTS-Connect App.
2. Click the ‘Select Country or Region’ button and set to USA . !
3. Click the Login button (the top login button) : 3
4. Enter your login info and password. Click Login |:> | '

If you don't have an account, please register one first. o et

Recommend using an Email address to register an account. Tw ] : 6
5. Click (+) to Add the device. (or, use the top right +)
6. After Scanning the QR code (see Page 1) and click Add to finish. . Add Device
7. Press the Call LTS-Connect button to test. (the Bell Button). s = oee
Note: LTK3500S does not support account sharing due to security reasons. © 000

LTS Connect Message More

Microphone

Scan QR Code

Camera with IR
(IR distance 20ft)

LED Indicator
Card Swiping ]

== ]

Call LTS-Connect ) ©

How to get QR code?

Call PC NVMS7000

After successful login to the LTK35008S, click the device in PT-Cloud. Click the LTK3500S device. Tapping on the lock icon brings up a
password prompt for unlocking the door. For the first time using the unlock feature, the LTK3500S will require you to create a new
password for unlocking (default is the verification code). To change the password after it's
been set, go into the settings of the LTK2500S.

My Device Tapping on the Door icon will access the log info.
m LTK3500S(1 k157 i 4 . Tapping on the Gear icon will access the Settings.
l For all other functions, please check the LTS-Connect Quick Guide.

&« LTK3500S( o Settings

II LTK3S00S(" e n4

Door Closed

Door Open Duration

Password

Alarm Motification

Change Verification Code

ol A ! ' ’ Y ! o Door Locked
N s .
/ \ / % \
\ %o~ ) | '/o " B A B N L R | DoerUnlocked Storage Status
\ )
Device Version ¥1.1.0 build 180703
i z x ¢ v b o 9m K5 Door Locked iee Ve Mo new version available

23 space ' |  Door Unlocked Delete Device
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